HauioHanbHKA TEXHIYHWIA
yHiBepcuTeT YRpaiHm

«KuiBCbKMIA NOAITEXHIYHMK IHCTUTYT
imeHi Iropa CikopcbKoro»

National Technical
University of Ukraine
“lgor Sikorsky

Kyiv Polytechnic Institute” ag

APPROVED 3ATBEPP)KEHO
by the Academic Council BueHoro padoro
of Igor Sikorsky Kyiv Polytechnic Institute KTl im. leopsi Cikopcbko2o
(minutes of meeting No___ of 20 ) (npomokon Ne 8id 20 __p.)
Chairman of the Academic Council lonoea ByeHoi padu
Mykhailo ICHENKO Muxadno IJTbBHYEHKO

BE3MNEKA OEPXXABHUX IHOOPMALIMHUX
PECYPCIB
SECURITY OF STATE INFORMATION RESOURCTS

OCBITHbLO-NMPO®ECINHA NMPOrPAMA/
EDUCATIONAL PROFESSIONAL PROGRAMME

Mepwwun (6akanaspCbkni) The first (bachelor)
piBEHb BULLOI OCBITH level of higher education
CneuianbHictb: 125 Kibepbeaneka Ta Speciality: 125 Cybersecurity and
3axucT iHpopmauii information protection
Manysb 3HaHb: 12 [HhopmaLinHi Knowledge branch: 12 Information
TexHosnoril technologies
Keanidikauia: bakanasp 3 kibepbeaneku Qualification: Bachelor's degree in
Ta 3axucTy iHopmauii cybersecurity and information protection
ID 57879
BeedeHo 8 0it0 320 _/ __ H.p. Enacted since 20 /20 academic year
Haka3om pekmopa Ne 8i0 20 _p. by rector’s order No.____ of 20

2024

Y pasi HasisHOCcmi 8 ornuci 0c8imHbOI Mpoepamu b6yOb-sKux po3bikHocmel nepesazy Mae mekcm ykpaiHcbKor mMogoto / In case of any
differences in interpretation of the information in the educational programme, the Ukrainian text shall prevail



2147

JIMCT NOI'OA’KEHHSA / LETTER OF APPROVAL

be3neka nep:;kaBHux iHgopmaniiiHuxX pecypcis
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KepiBauk rpynu/Team leader:

Konomoneyb Mukona Mukonaiioguu, kanouoam mexHIYHUX HAYK, OOYEeHM,
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The Methodological Council of Igor Sikorsky Kyiv Polytechnic Institute (minutes of
meeting Ne of 20 )
I'onoBa Metoauunoi paan/Chairman of the Methodological Council
Tersa XXEJISICKOBA/ Tatiana ZHELY ASKOVA
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BPAXOBAHO/CONSIDERED:

1. Haxaz Minicmepcmea oceimu i nayku Ykpainu Nel547 6io 29 scoemus 2024 poky npo
erecerHs 3miH 0o Cmarndapmy euwoi oceimu 3a cneyianvticnio 125 “Kibepbesnexa” eanysi 3namv 12
“Inghopmayitini mexHonoeii”’ ons nepuio2o (baxanaspcvrozo) pieHs suwyoi’
oceimu. https://mon.gov.ua/static-objects/mon/sites/1/vishcha-osvita/zatverdzeni%20standarty/2024/30-
10-2024/125-kiberbezpeka-bakalavr-1547-vid-29-10-2024.pdf

1. Order of the Ministry of Education and Science of Ukraine No. 1547 of 29 October 2024
on amendments to the Standard of Higher Education in the speciality 125 ‘Cybersecurity’ of the field of
knowledge 12 ‘Information Technology’ for the first (bachelor's) level of higher education.
https://mon.gov.ua/static-objects/mon/sites/1vishcha-osvita/zatverdzeni%20standarty/2024/30-10-
2024/125-kiberbezpeka-bakalavr-1547-vid-29-10-2024.pdf

Ocsimubo-npogecitiny npoecpamy 0062080peHo Niclisi HAOXO0OHCEHHs BCIX NPONO3UYill,
nobascans i 3ay8adxiceHb 6i0 3000)68auié SUWOI 0CBIMU, BUNYCKHUKIE MA CMEUKX0N0epis i
cxsaneno Ha 3acioauni Cneyianvnoi xageopu Ne 1 IC331 KIII im. leops Cikopcvkoeo
(npomoxon Ne 411 6io 9 epyons 2024 poxky).

Esontouia Ol/Evolution of the EP:

2016 pix — 3anouamxosano OII be3nexa depoicasrux iHhopmayitinux pecypcie 3 Memoi
ni02omosKu  8UCOKOK8aNipikosanux axieyie cmynens uwoi oceimu oOakaiasp O
npoghecitinoi JisibHOCMI Ha NOcadax op2awie ma niopo30inis [lepaccneyss’a3Ky.

2019 pik — onosnenns OII 3 memoro 6paxysanHsi.

Haxaszy Minicmepcmea oceimu i nayku Ykpainu Nel(074 6io 4 scoemus 2018 poky npo
sameepodicenns Cmanoapmy suwoi oceimu 3a cneyianvricmio 125 “Kibepbesnexa” eany3i
sHaus 12 “Inghopmayitini mexnonoeii”” ons nepuiozo (6akania8pcbko2o) pieHs suwoi oceimu.

2023 pik — onosnenns OII 3 memoro 6paxyeantsi.

Ilocmanosu Kabinemy Minicmpis Yxpainu 6io 16 epyons 2022 poxy Ne 1392 “Ilpo
BHeCeHHs1 3MIH 00 Nepeliky eany3eil 3HAHb [ chneyianrbHocmel, 3a AKUMU 30IUCHIOEMbCS
nioecomogka 3000ysauie suwloi oceimu’’;

Haxaszy Minicmepcmea Exonomixu Yrpainu (Minexonomiku) 6io 29 epyouns 2022 poky
Ne 5573 “Ilpo 3ameepoocenns Iminu Ne 11 0o nayionanvroco kiacugikamopa K 003:2010".
https://zakon.rada.qov.ua/rada/show/v5573930-22#n5;

Haxka3z Minicmepcmea Exonomixu Ykpainu (Minexonomixu) 6io 25 scosmus 2021 poky
Ne 810-21 “Ilpo 3ameepooscenna 3minu Ne 10 0o wmayionanvnozo xnacugikamopa /K
003:2010. https://zakon.rada.gov.ua/rada/show/v0810930-21#n45;

Ilocmanosu Kabinemy Minicmpis Ykpainu 6i0 19 mpaeus 2021 poxy Ne 497 “ Ilpo
amecmayiro 3000y68auie cmynems (haxosoi nepedsuuloi 0ceimu ma cmynenie suoi oceimu Ha
nepwomy (6akanaepcobkomy) ma Opy2omy (Mazicmepcbkomy) PpIisHAX V ¢hopmi €0unoco
oeparcasnozo  Keanigikayiunozo icnumy’. https://zakon.rada.gov.ua/laws/show/497-2021-
%D0%BF#Text;

Hakazy Aominicmpayii  [lepoicasnoi caysxcou cneyiaibHo2o 383Ky mMaA 3aXUCM)
inopmayii’ Yepainu 6io 19 cepnus 2021 poxy Ne 507 “Incmpykyis npo nopsdox opeanizayii
NpPO8eOeH s NPAKMUYHOI ma GiliCbKOBO-NPogheCitinoi nidcomosKku 3000yeauis auwjoi oceimu 6
3axnadi ocgimu [lepaicasnoi ciyscou cneyiaibHo2o 38 'a3Ky ma 3axucmy ingpopmayii Yepainu”.



https://mon.gov.ua/static-objects/mon/sites/1/vishcha-osvita/zatverdzeni%20standarty/2024/30-10-2024/125-kiberbezpeka-bakalavr-1547-vid-29-10-2024.pdf
https://mon.gov.ua/static-objects/mon/sites/1/vishcha-osvita/zatverdzeni%20standarty/2024/30-10-2024/125-kiberbezpeka-bakalavr-1547-vid-29-10-2024.pdf
https://mon.gov.ua/static-objects/mon/sites/1/vishcha-osvita/zatverdzeni%20standarty/2024/30-10-2024/125-kiberbezpeka-bakalavr-1547-vid-29-10-2024.pdf
https://mon.gov.ua/static-objects/mon/sites/1/vishcha-osvita/zatverdzeni%20standarty/2024/30-10-2024/125-kiberbezpeka-bakalavr-1547-vid-29-10-2024.pdf
https://zakon.rada.gov.ua/rada/show/v5573930-22#n5
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https://zakon.rada.gov.ua/laws/show/497-2021-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/497-2021-%D0%BF#Text
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2024 pik — onoenenns Ol 3 memoio 8paxysanHsi:

Ilocmanosu Kabinemy Minicmpie Yxpainu 6io 15 epyons 1997 poxky Ne 1410 “Ilpo
mpaucgopmayiro cucmemu  8ilicbkogoi oceimu’ (i3 3MiHAMU, GHeCeHUMU 32I0HO 3
Ilocmanosoio KM Nel490 eio 30.12.2022 poxy. Habpana uunnocmi eio 04.01.2023).
https://zakon.rada.gov.ua/laws/show/1410-97-%D0%BF#Text

Haxazy Minicmepcmea Ob6oponu Ykpainu 6i0 15 ntomoeo 2024 poxy Ne 120 “Ilpo
3ameepodicenns llonooicenns npo ocobausocmi opeauizayii 0ceimHbL020 nNpoyecy y SUUUX
BILICLKOBUX Haguanbhux 3akaiaoax Minicmepcmea oboponu Yxpainu, iliCbKOBUX HA8YANbHUX
niopo3oinax 3axknadié eUwoi oceimu, 3axknacax Gaxosoi nepedsuwioi Gilicbkogoi ocgimu’.
https://zakon.rada.gov.ua/laws/show/z0453-24#Text

Haxazy Aominicmpayii [epocaenoi cayaxicoOu cneyianibho2o 38°a3Ky ma 3axucmy
ingpopmayii Yxpainu 6io 23 ciunsa 2024 poxy Ne 38.

Ilpoexmy naxazy MOH Ykpainu «llpo enecenms 3min 00 Oesikux cmanoapmis 8uujoi
oceimuy, a came 6 UACMUHI OONOBHEHHS NepeNiKy 3a2albHUux KomnemeHmuocmeu &8
nynkmom https://mon.gov.ua/news/mon-proponue-do-gromadskogo-obgovorennya-proekit-
nakazu-pro-vsesennya-zmin-do-deyakikh-standartiv-vishchoi-osviti

bynu eneceni sminu:

2019 pix — sionogiono esedenoco Cmanoapmy euwoi oceimu 3a cneyianvuicmio 125
“Kibepbesnexa” eanysi 3namv 12 “Ingpopmayivini  mexwnonocii” ona  nepuioco
(baxanaspcvkoeo) pieHs BUWOT 0C8IMU.

2023 pik — 3miHa Ha36u cneyianbHOCMi, 3a K00 30IUCHIOEMbCS NI020MO8Ka 3000Y68aie

3

suwoi oceimu 3 125 “Kibepbesnexa” na 125 “Kibepbesnexa ma 3axucm ingpopmayii”.

— 3Minu noe’azami 3 yHecemmam 0o po3oiny 5 “KIIACHU®DIKAIIA IIPODPECIH”
Hayionanvnoeo kaacugikamopa K 003:2010 6 npoghecitinux wmazsax podim yHeceHO:
Qaxiseyvp 3 peacysanHs Ha IHYuOeHmu KibepOesneku, axieeyb 3 MEXHIYHO20 3AXUCY
ingpopmayii, gaxieeyv 3 kpunmoepaghiunoeo saxucmy ingopmayii, gpaxiseyv cghepu 3axucmy
iHgpopmayii;

— amecmayito 3000y8ayié cmynems suwoi 0ceimu Ha nepuiomy (6akaiaspcbKomy) pieHi
nposooumu y popmi EOUHO20 0ePHCABHO20 KBANIPIKAYIIHO20 icnumy;

— 3MIHU NOB A3aHI 3 NOPAOKOM Op2aHizayii ma npoeedeHHAM HABYAILHOI NPAKMUKU ma
BILICLKOBO2O ~ CMAXCY8aAHHA Ol 3000Y8ayi6 CMYNeHs 6UWOi OCBIMU HA NEePULOMY
(baxanaspcokomy) pieHi 6 3axnadax /lepicasnoi ciycou cneyiaibHoeo 36 13Ky ma 3aXucmy
iHopmayii Yrpainu.

2024 pik — gionogiono oo Ilocmanosu Kabinemy Minicmpig Yxpainu 6io 15 epyouns 1997
poxy Ne 1410 “IIpo mpancgopmayito cucmemu 6iticbkog8oi ocgimu’ (i3 3mMiHaMu, 6HeCeHUMU
3eiono 3 Ilocmanosoio KM Nel1490 6io 30.12.2022 poky. Habpana uunnocmi ¢io 04.01.2023).

— 3MmiHU nos’szawni 3 peanizayicio Kowyenyii mpauncgopmayii cucmemu 8iticbKo8oi
oceimu ma 66e0eHHAM HA MAKMUYHOMY PI6HI BILICbKOBOI 0C8IMU V SUWUX BILCHbKOBUX
HABYAIbHUX 3AKNA0AX, BIUCLKOBUX HABUAILHUX NIOPO30LIAX 3aK1a0i8 8UWjOI OCBIMU KYpPCI8
npoghecitinoi gilicokosoi ocsimu 6azosoeo (L-1A) ma ¢paxosozo (L-1B).

— 8i0nogiono 0o Haxazy Minicmepcmea Oboponu Yrpainu 6io 15 nromozo 2024 poky
Ne 120 “Ilpo 3ameepoaicenns [lonodxicenns npo ocobaugocmi opeanizayii 0c8imnb020 npoyecy
Y GUWUX GIICbKOBUX HABYANbHUX 3aknadax Minicmepcmea oboponu Yxpainu, 6ilicbKO8UX


https://zakon.rada.gov.ua/laws/show/1410-97-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/z0453-24#Text
https://mon.gov.ua/news/mon-proponue-do-gromadskogo-obgovorennya-proekt-nakazu-pro-vsesennya-zmin-do-deyakikh-standartiv-vishchoi-osviti
https://mon.gov.ua/news/mon-proponue-do-gromadskogo-obgovorennya-proekt-nakazu-pro-vsesennya-zmin-do-deyakikh-standartiv-vishchoi-osviti
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HABUAbHUX NIOpO30inax 3akiadie suwoi oceimu, 3axknadax ¢axosoi nepedsunyoi GilicbKo8oi
oceimu’”’.

— 3MIHU NOB A3GHI 3 BNPOBAOICEHHAM BIUCLKOBO-NPODECIUHUX KOMNemeHmHocmel ma
BILICLKOBO-CNeYIanbHUX — KOMNEMeHMHOCmel,  CheyuiuHux  KoMnemeHmuocmeu,  AKi
BU3HAYAIOMBCS NPOPECIIHUM CMAHOapmoMm 8ilicbkoso2o gaxieys 3opounux Cun Ykpainu 3a
BIliCbK0BO-001IKOBOIO cneyianbHicmo (cnopionenumu BIlICbK0BO-001IKOBUMU
cneyianbHOCmaMuU) ma HeoOXIOHI OJisl BUKOHAHHS CLYHCO08UX (001108UX) hyHKYill Ha nocadi 3a
NPUSHAYEHHAM 8 YMOBAX MUPHO20 4acy ma & 0coOIUBULl Nepioo i He NOBUHHI NOSMOPIO8AMU
(0ybnrosamu) KomMnemeHmHOCMI, GU3HAYEHI V BIONOBIOHUX cmaHOApmax euwjoi, (axosoi
nepeosuwoi 0ceimu 3a cneyiaibHOCmAMU.

— 8i0nosiono 0o Haxazy Aominicmpayii /lepoicasnoi ciysxcou cneyianbno2o 368 53Ky ma
3axucmy iHgopmayii Yrpainu 6io 23 ciunsa 2024 poky Ne 38.

— 3MIHU N0 'A3aHI 3 86e0eHHAM 8 Jit0 npoeciinux cmandapmia: Daxiseys 3 peacy8aHus
Ha inyudenmu xibepbeznexu, Daxiseys 3 kpunmoepaghiunozo 3axucmy ingopmayii; Paxiseys
3 mexuiuno2o 3axucmy ingopmayii; Paxiseyv chepu 3axucmy ingpopmayii.

— 8i0n08i0HO0 00 OonogHnennss 6 Cmandapm e6uwoi oceimu 3i cneyianvHocmi 125
«Kibepbesnexay eanysi suansv 12 «Inghopmayitini mexnonoziiy ons nepuioeo (bakaiagpcovkozo)
piens suwoi oceimu, 3ameepoxicero2o Haxkazom Minicmepcmea oceimu i Hayku Ykpainu 6i0
04.10.2018 Ne 1074, nosuyii «3aecanvui komnemenmuocmiy posoiny «lV. Ilepenix
KOMHemeHmHoCmetl 8UNYCKHUKA» NyHKmom §.

— 3MIHU NOB "A3aHI 3 00ONOBHEHHAM 00 3A2AIbHUX KOMNEMEeHMHOCMell 6UNYCKHUKA NYHKM)
«K3 8. 30amuicme yxeanosamu piwenns ma Oiamu, OOMPUMYIOUUCL NPUHYUNY
Henpunycmumocmi Kopynyii ma 0y0b-aKux iHUUX Nposieie Hed0OPOUECHOCIY,

2016 - the educational programme Security of State Information Resources was launched
to train highly qualified specialists with a bachelor's degree for professional activities in the
positions of the State Special Communications Service of Ukraine.

2019 - update of the EP to take into account:

Order of the Ministry of Education and Science of Ukraine No. 1074 of 4 October 2018
on approval of the Standard of Higher Education in the speciality 125 “Cybersecurity ”” of the
field of knowledge 12 “Information Technology” for the first (bachelor's) level of higher
education.

2023 - update of the EP to take into account:

Resolution of the Cabinet of Ministers of Ukraine dated 16 December 2022 No. 1392 “On
Amendments to the List of Fields of Knowledge and Specialities in which Higher Education
Applicants are Trained ”;

Order of the Ministry of Economy of Ukraine (Ministry of Economy) dated 29 December
2022 No. 5573 “On Approval of Amendment No. 11 to the National Classifier DK 003:2010 "
https://zakon.rada.qov.ua/rada/show/v5573930-22#n5;

Order of the Ministry of Economy of Ukraine (Ministry of Economy) dated 25 October
2021 No. 810-21 “On Approval of Amendment No. 10 to the National Classifier DK
003:2010 . https://zakon.rada.gov.ua/rada/show/v0810930-21#n45;

Resolution of the Cabinet of Ministers of Ukraine dated 19 May 2021 No. 497 “On
Certification of Applicants for Degrees of Professional Higher Education and Degrees of
Higher Education at the First (Bachelor's) and Second (Master's) Levels in the Form of a



https://zakon.rada.gov.ua/rada/show/v5573930-22#n5
https://zakon.rada.gov.ua/rada/show/v0810930-21#n45
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Unified State Qualification Exam”. https://zakon.rada.gov.ua/laws/show/497-2021-
%D0%BF#Text;

Order of the Administration of the State Service for Special Communications and
Information Protection of Ukraine dated 19 August 2021 No. 507 “Instruction on the
Procedure for Organising Practical and Military Professional Training of Higher Education
Applicants at an Educational Institution of the State Service for Special Communications and
Information Protection of Ukraine”.

2024 - update of the EP to take into account:

Resolution of the Cabinet of Ministers of Ukraine of 15 December 1997 No. 1410 “On
Transformation of the Military Education System”(as amended by Resolution of the Cabinet
of Ministers of Ukraine No. 1490 of 30 December 2022). Entered into force on 04.01.2023).
https://zakon.rada.gov.ua/laws/show/1410-97-%D0%BF#Text

Order of the Ministry of Defence of Ukraine dated 15 February 2024 No. 120 “On
Approval of the Regulation on Peculiarities of Organisation of the Educational Process in
Higher Military Educational Institutions of the Ministry of Defence of Ukraine, Military
Educational Units of Higher Educational Institutions, Institutions of Professional Pre-Higher
Military Education”. https://zakon.rada.gov.ua/laws/show/z0453-24#Text

Order of the Administration of the State Service for Special Communications and
Information Protection of Ukraine dated 23 January 2024 No. 38.

The draft order of the Ministry of Education and Science of Ukraine "On Amendments to
Some Standards of Higher Education”, namely, in the part of supplementing the list of general
competencies with 8th points https://mon.gov.ua/news/mon-proponue-do-gromadskogo-
obgovorennya-proekt-nakazu-pro-vsesennya-zmin-do-deyakikh-standartiv-vishchoi-osviti.

Changes were made:

2019 - in accordance with the introduction of the Standard of Higher Education in the
specialty 125 “Cybersecurity ” of the field of knowledge 12 “Information Technology ” for the
first (bachelor's) level of higher education.

2023 - change of the name of the speciality in which higher education students are trained
from 125 “Cybersecurity ” to 125 “Cybersecurity and Information Protection .

- amendments related to the introduction of the following professional titles in section 5
“CLASSIFICATION OF PROFESSIONS” of the national classifier DC 003:2010: specialist
in response to cybersecurity incidents, specialist in technical information protection, specialist
in cryptographic information protection, specialist in information protection.

- certification of applicants for higher education degrees at the first (bachelor's) level
should be conducted in the form of a single state qualification exam;

- amendments related to the procedure for organising and conducting educational
practice and military internships for applicants for higher education at the first (bachelor's)
level in the institutions of the State Service for Special Communications and Information
Protection of Ukraine.

2024 pik — in accordance with the Resolution of the Cabinet of Ministers of Ukraine of
15 December 1997 No. 1410 ‘On the Transformation of the Military Education System’ (as
amended by the Resolution of the Cabinet of Ministers of Ukraine No. 1490 of 30 December
2022). Entered into force on 04.01.2023).


https://zakon.rada.gov.ua/laws/show/497-2021-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/497-2021-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/1410-97-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/z0453-24#Text
https://mon.gov.ua/news/mon-proponue-do-gromadskogo-obgovorennya-proekt-nakazu-pro-vsesennya-zmin-do-deyakikh-standartiv-vishchoi-osviti
https://mon.gov.ua/news/mon-proponue-do-gromadskogo-obgovorennya-proekt-nakazu-pro-vsesennya-zmin-do-deyakikh-standartiv-vishchoi-osviti
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— changes are related to the implementation of the Concept of Transformation of the
Military Education System and the introduction of basic (L-1A) and professional (L-1B)
military education courses at the tactical level of military education in higher military
educational institutions and military educational units of higher education institutions.

— in accordance with the Order of the Ministry of Defence of Ukraine dated 15 February
2024 No. 120 ‘On Approval of the Regulation on the Peculiarities of Organising the
Educational Process in Higher Military Educational Institutions of the Ministry of Defence of
Ukraine, Military Educational Units of Higher Education Institutions, and Institutions of
Professional Higher Military Education’.

- changes are related to the introduction of military professional competences and
military special competences, specific competences defined by the professional standard of a
military specialist of the Armed Forces of Ukraine in a military speciality (related military
specialities) and necessary to perform official (combat) functions in the position of assignment
in peacetime and in a special period and should not repeat (duplicate) the competences defined
in the relevant standards of higher, professional education.

— in accordance with the Order of the Administration of the State Service for Special
Communications and Information Protection of Ukraine dated 23 January 2024 No. 38.

— changes related to the introduction of professional standards: Cybersecurity Incident
Response Specialist; Cryptographic Information Protection Specialist; Technical Information
Protection Specialist; Information Security Specialist.

— in accordance with the addition to the Standard of Higher Education in the specialty
125 ‘Cybersecurity’ of the field of knowledge 12 ‘Information Technology’ for the first
(bachelor's) level of higher education, approved by the order of the Ministry of Education and
Science of Ukraine dated 04.10.2018 Ne 1074, the position ‘General competencies’ of the
section ‘IV. List of graduate competences section 8.

— the changes are related to the addition of the item ‘CG 8. Ability to make decisions and
act in accordance with the principle of inadmissibility of corruption and any other
manifestations of dishonesty.
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1. MPO®INb OCBITHLOI MPOrPAMW/ EDUCATIONAL PROGRAMME

PROFILE

1 — 3aranbHa iHcpopmauis/General information

MoBHa Ha3ea 3BO Ta
HaBYanbHOro nigposainy/
Full name of HE institution and

HauioHanbHUN TEXHIYHUI
yHiBEepcuTeT Ykpainu
“KMiBCbKUA MONITEXHIYHUNA

National Technical University of
Ukraine  "lhor  Sikorsky  Kyiv
Polytechnic Institute”, Institute of

faculty/institute iHCTUTYT  iMeHi  lrops | Special Communication and
Cikopcbkoro”, [HcTuTyT | Information Protection
chneujanbHOro 3B’d3Ky Ta
3axucTy iHopmauii
CtyniHb BULWOIT OCBiTM Ta Ha3ga | CtyniHb BO — 6akanaBp | Higher  education  degree -
kBanigikauii/ Keanicpikauis — 6akanasp | bachelor's degree
Higher education degree and 3 Kibepbesnekun Ta 3axucty | Qualification title - bachelor's
gualification title iHopmauii degree in cybersecurity and
information protection
OdpiuiniHa Hassa Or1/ Besneka aepxaBHux | Security of state information
Educational programme official | iHdbopmauinHux pecypcis | resources
title
Tun gunnomy Ta obesar Orl/ Ounnom bakanaepa, | Bachelor's degree, educational
Diploma type and EP scope OCBITHA cknagoBa 240 | component 240 ECTS credits,

kpeautis EKTC, TepmiH
HaByaHHA 3 pokm i 10,5
MicauiB

duration of study 3 years and 10.5
months

IHdbopmaLisa npo akpeguTadito /
Accreditation information of EP

CepTudikat npo
akpeauTauito cepia Y[ Ne
11017498. Nany3b 3HaHb:
12 IHdopMmaUinHi
TexHOoJoril,
creuianbHIiCTb: 125
Kibepbeaneka Ta 3axucT
iHopmauii y
HauioHanbHomy
TEXHIYHOMY YHiBEpPCUTETI
YKpaiHu «Kuiscbkui
NOMITEXHIMHUA  IHCTUTYT
imeHi lrops  Cikopcbkoro.
Crtpok gii ceptndbikaty oo
1 nunHsa 2028 poky.

Certificate of accreditation series

UD Ne 11017498. Field of
knowledge: 12 Information
technology, speciality: 125
Cybersecurity and information

protection at the National Technical
University of Ukraine ‘Igor Sikorsky
Kyiv Polytechnic Institute’. The
certificate is valid until 1 July 2028.

Linkn, piseHb BO/
Education cycle, level of HE

Lunkn — nepwnin umkn
HPK YkpaiHun — 6 piBeHb

QF-EHEA —first cycle
EQF-LLL -6 level

MepenymoBu/Prerequisites

NOBHOI
cepeaHbol

HasaBHicTb
3aranbHoi
OCBITU

Complete  general secondary

education
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dopma 3006yTTA oceiTU/ Forms | [JleHHa full-time form
of Education
Moga(n) BuknagaHHs/ YkpaiHcbka Ukrainian

Language (s) of instruction

IHTepHeT-agpeca po3MilLEeHHS
OIT/URL of the educational
program

(posain
nporpamu’)/

https://osvita.kpi.ua/

https://osvita.kpi.ua/
"Educational programs")

(section
“OcBiTHI

2 — MeTa ocBiTHbOI nporpamu/Educational programme purpose

MeTol OCBITHBO-NPOMECIAHOT  Nporpamm
“‘besneka AepXaBHUX iHpopMaLinHNX
pecypciB” € NigrotoBka BMCOKOKBasi(hikoBaHMX
daxisuiB cTyneHs ©OakanaBpa B ranyasi
Kibepbesnekn Ta 3axucty iHdopmadii, 3gaTHUX
CaMOCTINHO po3B’A3yBaTn cknagHi
chneuianizoBaHi 3agadi y ranysi BignoBigHOI
npodecinHol AisnbHOCTI Ha Nocagax opraHis Ta
nigposainis [Jepxcneuss’asky, Wo nepegbavae

30INCHEHHST  PO3pO0KM,  BMNPOBAaIXKEHHA W
OOCNIMKEHHST Yy PI3HUX Tranys3ax fAacbKoi
OiANbHOCTI,  HauioHanbHOI EKOHOMIKM  Ta
BUPOBHULTBA B yMOBAX:

— HayKOBO-TEXHIYHOrO NpOrpecy Ta crarnoro
pPO3BUTKY CYCMiNbCTBA;

— iHTepHaujioHanisauil ocBiTH;

— ypaxyBaHHsI TpaHcdopmauii nocagoBumx
000B’sI3KIB  BMIMYCKHUKIB LUNSXOM B3aemogii 3
AgminicTtpaudieto [lepxcneuss’sisky;

— BcebiyHoro npodecinHoro, couianbHOro,

iHTEeNeKkTyanbHOro Ta TBOPYOro  PO3BUTKY
0COBUCTOCTI B OCBITHLO-NPOGECINHOMY
cepeaoBuLLi.

MeTta OCBITHbLO-NPOMECINHOT nporpamu

Bignosigae ctparterii po3suTtky KI1l iM. lrops
Cikopcbkoro Ha 2020-2025 poku wono
dopMyBaHHsI CcycninbCTBa ManbyTHbOrO Ha
3acajax KoHLUenujii CTanoro po3suTKy.

The purpose of the educational-professional
program  "Security of state information
resources" is to train highly qualified bachelor's
degree specialists in the field of cybersecurity
and information protection, capable of
independently solving complex specialized tasks
in the field of relevant professional activities in
the positions of bodies and units of the State
Special Communications Service of Ukraine,
which involves the development, implementation
and research in various fields of human activity,
national economy and production in the
conditions:

- scientific and technological progress and
sustainable development of society;

- internationalization of education;

- taking into account the transformation of
graduates'  job responsibilities  through
cooperation with the Administration of the State
Special Communications Service;

- comprehensive professional, social, intellectual
and creative development of the individual in the
educational and professional environment.

The purpose of the educational-professional
program corresponds to the development
strategy of Igor Sikorsky Kyiv Polytechnic
Institute for 2020-2025 to form the society of the
future based on the concept of sustainable
development.

3 — XapaktepucTtuka ocBiTHbOI nporpamu/Educational programme
characteristics

[lpedmemHa obnacmb/Subject area
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OBG’ekTV BUBYEHHS:

— TexHornorii  kibepbesneku
iHopmaLjr;

— npouecu ynpaeniHHs Kibepbesnekow Ta
3axuctoM iHdopmalii;_o6'ekTn iHdbopmaLiiHOi
JisnbHOCTI, B TOMY 4ucni iHcdopmauinHi Ta
iHOpMaLiNHO-KOMYHIiKaLiAHi cuctemu,
iHbopMaUinHi pecypcu i TeXHOMOTI.

Llini HaBYaHHSA: nigroToBka haxiBuiB, 3gaTHUX
BUKOPUCTOBYBATW i BNPOBaAXXyBaTU TEXHOMOrIT
Kibepbesnekn Ta 3axucTty iHdopmauii Ta
po3B’sidyBaTW  CKMagHi  3agadi  y ranysi
Kibepbesnekun Ta 3axucTy iHdopmaLlii.

TeopeTnyHuin 3mMiCT NpeaMeTHOI 0bnacTi:

MpuvHUMnK,  KoHUenuii, Teopii  3axucty
XUTTEBO  BaXNMBUX  IHTEPECIB  NOAMHM,
cycninbCTBa, AepXaBu Mig Yac BMKOPUCTAHHS
KibepnpocTtopy, 3a sKoro 3abe3neyvyrTbCs
cTanum po3BUTOK iHpOpMaLiNHOro cycninbcTBa
Ta uUMdpPOBOro KOMyHIKaTUBHOIO cepefoBumLLa,
CBO€YacHe BUSABIIEHHS, 3anobiraHHs i
HeTpanisauia peanbHUX i NOTEHUINHUX 3arpo3
HauioHanbHiu Gesneui YkpaiHu y
KibepnpocTopi.

MeToamn, MeToOMKU Ta TEexXHOMOorii: MmeToawu,
MeTOaANKN Ta TexHororil pO3B’A3aHHSA
TEOPETUYHUX | NPaKTUYHUX 3agad Kibepbesneku
Ta 3axuUcTy iHopmaLi.

IHCTpyMEeHTM Ta obnagHaHHa: 3acobw,
NPUCTPOI, MepeXxHe yCTaTKyBaHHS, NpuknagHe
Ta cneuianizoBaHe nporpamHe 3abe3neudeHHs,

Ta 3axucry

iHbopMaLiMHi  cucTeMnm  Ta  KOMIFEKCH
NPOEKTYBaHHS,  MOAEMOBAHHS,  KOHTPOSH,
MOHITOPUHTY, 30epiraHHs, 06po6ku,
BigoBpaKeHHs Ta 3axucTy OaHnX

(iHdpopMaUinHNX NOTOKIB).

Obijects of study:

- cybersecurity and information protection
technologies;

- cybersecurity and information protection
management processes; objects of information
activity, including information and information
and communication systems, information
resources and technologies.

Learning objectives: training of specialists
capable of using and implementing cybersecurity
and information protection technologies and
solving complex problems in the field of
cybersecurity and information protection.

Theoretical content of the subject area:

Principles, concepts, theories of protection of
vital interests of a person, society, state in the
use of cyberspace, which ensures the
sustainable development of the information
society and digital communication environment,
timely detection, prevention and neutralisation of
real and potential threats to the national security
of Ukraine in cyberspace.

Methods, techniques and technologies:

methods, techniques and technologies for
solving theoretical and practical problems of
cybersecurity and information protection.
Tools and equipment: tools, devices, network
equipment, application and specialised software,
information systems and complexes for
designing, modelling, controlling, monitoring,
storing, processing, displaying and protecting
data (information flows).

OpieHmauis Oll/Aspect

OcBiTHbO-NpOdECiNHa

Educational - professional

OcHosHul ¢okyc Oll/Main focus

Bbas3oBuit dOKyC OCBITHLOI NporpamMmm — cucTemMm
Ta npouecu kibepnpocTopy, 3acobu Ta 3axoau
3axXUCTy AepXaBHUX iH(popMaUiHUX pecypcis,
Lo LMPKYIIOOTh B iHdbopmaLinHo-
KOMYHiKaUiMHMX cucTemMax Ta Ha ob’ekTax
iHdbopMaLiMHOT OisNbHOCTI.

KntoyoBi crnoea: gepxaBHi  iHpopMauinHi
pecypcu, iHdbopMaUinHO-KOMYHiKauinHa
cuctema, iHpopMaLUinHa Oesneka,

The main focus of the educational program is on
cyberspace systems and processes, means and
measures to protect state information resources
circulating in information and communication
systems and information activity facilities.

Keywords: state information resources,
information and communication system,
information  security, cybersecurity, cyber




Kibepbesneka, Kibep3axmucT, TEXHIYHMI 3axUCT
iHopMmaLi, KpuntorpadgiyHmmn 3axucTt
iHopmaLlii.
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defense, technical protection of information,
cryptographic protection of information.

Ocobnusocmi Ofl/Features

OcobnunBoCTi OCBITHLOT NPOrpaMu NonsratTb B
HaCTynHoOMmy:

— OcCBiTHA nporpama po3pobneHa 3
ypaxyBaHHsaM BUMOr nNpodecinHnX cTaHgapTiB
BincbkoBOro dhaxisua [epxcneuss’sasky, Lo
BM3HA4YeHi  3aMOBHMKOM  Ha  NiAroTOBKY
BiNCbKOBUX haxiBuiB [epKcneLus3B’ssky;

— [0 BWKNaZaHHA OCBITHIX KOMMOHEHT
OCBITHBOI nporpamu 3any4valTbca daxisuis
[epxcneuss’asky, iHWNX HaBYanbHUX 3aKnagis
Ta NPOBIAHWX KOMMaHIMA BigNOBIOHOMO CEKTOpYy
€KOHOMIKM;

— HaB4YanbHa npakTMka npoBOAUTLCS B
TepuTopianbHux nigposginax Oepxcneuss’sasky
abo B 3aknagi ocsiTM [epxcneuss’asky
HayKoBO-MeaaroriYHMmm npauiBHMKaMm
3aknagy ocBiTh [lepXcneuas’asky, 9K NpakTUYHi
3aHATTS, BiANOBIAHO 4O HABYaNbHOrO MaHy Ta
CKragaeTbcs 3:

— BIACbKOBE CTaXyBaHHS B BOCbMOMY
cemecTpi BigbyBaeTbCcsa B TepuTOpianbHUX
nigposginax [epxcneuss'dasky y  dopmi
iHaMBIgyanbHoI caMoCTilHOT poboTu
(BuKkoHaHHA  3gobyBavamym  O0BOB’A3KIB  Ha
NepBUHHNX nocagax y nigposgainax
[epxcneuss’sisky) Nig KEpPiBHALTBOM HayKOBO-
negaroriyHMX npauiBHUKIB  3akragy OCBITU
[epxcneuss’sasky abo  nocagoBux  ocib
nigpo3ainis [epxcneuse’s3ky, Ha 6asi sKkux
BOHO NPOBOAMNTLCA.

— MpoBedeHHs  MNPaKTUYHUX  3aHATb

OpraHi3oBaHO 3 3aCTOCYBaHHSIM Cy4YacCHOro
obnagHaHHA JlabGopaTopii TEXHIYHOrO 3axucTy
iHopmauii CneuianbHoi kadegpun Ne 1 IC33l
KMl im. Iropsi CikopcbKoro;
— nigrotoBka 3406yBadviB BWLLOI OCBITM Ha
nepwomy (bakanaBpCbKkOMY) PiBHi BMULLOI OCBITU
30INCHIOETLCA Yy cTaTyci ctygeHta — 1 pik, y
cTaTyci KypcaHta — 2 pokn i 10,5 micauis.

The features of the educational program are as
follows:

- the educational program is developed taking
into account the requirements of the professional
standards of the military specialist of the State
Service for Special Communications and
Information Protection, which are determined by
the customer for the training of military specialists
of the State Service for Special Communications
and Information Protection;

- the educational components of the educational
program are taught by specialists of the State
Service for Special Communications and
Information  Protection of Ukraine, other
educational institutions and leading companies
of the relevant sector of the economy;

- training practice is conducted in the territorial
units of the State Service for Special
Communications and Information Services or in:
- military internship in the eighth semester takes
place in the territorial units of the State Service
for Special Communications and Information
Protection in the form of individual independent
work (performance of duties by applicants in
primary positions in the units of the State Service
for Special Communications and Information
Protection) under the guidance of scientific and
pedagogical staff of the educational institution of
the State Service for Special Communications
and Information Protection or officials of the units
of the State Service for Special Communications
and Information Protection, on the basis of which
it is conducted.

- Practical classes are organized with the use of
modern equipment of the Laboratory of
Technical Information Protection of the Special
department No. 1 of the ISCIP of Igor Sikorsky
Kyiv Polytechnic Institute;

- training of applicants for higher education at the
first (bachelor's) level of higher education is
carried out in the status of a student - 1 year, in
the status of a cadet - 2 years and 10.5 months.

4 — MNMpuAaaTHICTb BUNYCKHUKIB A0 NMpaueBnawTyBaHHA Ta noAanbLloro
HaB4aHH#A/ Eligibility of graduates for employment and further study




lpudamnicmb 0o npauesnawmyesaHHs/Eligibility for employment
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BignosigHo fo [HepxaBHoro knacudikatopy
npocpecin OK 003:2010 3i 3miHoo Ne10 Ta
3miHoto Ne11 BUMYCKHMKM MOXYTb npauoBaTu
Ha nocagax, WO BignosigatTb MNPOMECinHIn
Ha3Bi poboTu:

2139.2 daxiBeupb 3 pearyBaHHS Ha iHUMOEHTU
KibepOesneky;

2139.2 daxiselb 3 KpMATOrpagivyHoOro 3axmcTy
iHopmaLi;;

2139.2 daxiBeub 3 TEXHIYHOMO 3axuCTy
iHopmaLi;

2139.2 daxiseub cdepn 3axmcTy iHopmauii.

3amoBHMKOM baxiBuUiB 3i cneuianbHocTi 125
Kibepbeaneka Ta 3axuct iHpopmauii BucTynae
HepxaBHa cnyxba cneujanbHOro 3B’A3Ky Ta
3axuCTy iHopMauii YkpaiHu.

Takox MOXnuMBe npaueBnalTyBaHHSA Ha
nocaam y CTPYKTYPHUX nigposgainax
yCTaHoB/nignpmMemcTa/opraHisadin, AKi

nepenbavyaloTb HasIBHICTb BULOI OCBITU  3i
cneuianbHocTi 125 Kibepbesneka Ta 3axuct
iHdopMmaLii.

According to the State Classification of
Occupations DK 003:2010 with Amendment No.
10 and Amendment No. 11, graduates can work
in positions corresponding to the professional title
of the job:
2139.2
specialist;
2139.2 Specialist in cryptographic information
security;

Cybersecurity  incident  response

2139.2 Specialist in technical information
security;
2139.2 Specialist in the field of information

security.

The customer for specialists in the specialty 125
Cybersecurity and Information Protection is the
State Service for Special Communications and
Information Protection of Ukraine.

Itis also possible to get a job in the structural units
of institutions/enterprises/organisations  that
require a higher education in the speciality 125
Cybersecurity and Information Protection.

lNodanbwe Has4aHHsIFurther study

MatoTb NpaBo Ha 3000yTTHa OCBITU Ha OpyroMmy
(marictepcbkomy) piBHi BULLOT OCBITK. 3000yTTS
abo BAOOCKOHaANEHHs OocBiTM Ta npodecinHoi
NiAroTOBKN B CUCTEMI OCBITM JOPOCINX.

Have the right to receive education at the second
(master's) level of higher education. Obtaining or
improving education and vocational training in
the adult education system.

5 — BuknagaHHA Ta ouiHoBaHHsA/Teaching and assessment

BuknadaHHsi ma Has4aHHs/Teaching and studying

MpobnemHo-opieHTOBaHe Ta
LleHTpoBaHe HaBYaHHS 3 HabyTTAM
KOMMETEHTHOCTEN, JOCTaTHIX ans
NPOAYKYBaHHA i0eW, PO3B’A3aHHSA CKMagHUX
cneuianizoBaHnx 3agad y npodecinHin ranysi
Ta CaMOCTINHOIo OTPUMaHHS FMUOMHHNX 3HaHb,
sike BKIOYaE: nekuii, nabopaTopHi, NpakTU4HI
Ta ceMiHapCbKi 3aHATTH, TEXHONOrIT 3MiLlaHOro

CTyAEeHTO-

HaBYaHHS, CaMOCTIlHY po6oTy 3
BMKOPUCTAHHAM HayKOBO-TEXHIYHNX
iHdbopMaULinHO-NiTepaTypHUX oxepen,

KOHCynbTaUji i3 BuUKNagadyamu, NPOXOMKEHHSs
HaBYanbHOI  MPaKTMKM  Ta  BIACbLKOBOIO
CTaXyBaHHS.

Problem-based and student-centered learning
with the acquisition of competencies sufficient to
generate ideas, solve complex specialized
problems in the professional field and
independently obtain in-depth knowledge, which
includes: lectures, laboratory, practical and
seminar classes, blended learning technologies,
independent work using scientific and technical
information and literary sources, consultations
with  teachers, internships and military
internships.
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HaByaHHA 3akKiHYYyeTbCA CKNagaHHAM €OUHOro
JepxaBHoro  KeanigikauinHoro icnuty Ta
3axMCTy KBanigikauinHoi poboTn/npoexTy.

The program ends with a unified state
qualification exam and the defense of a
qualification paper/project.

OujiHrosaHHsIAssessment

OujiHtoBaHHA HaBYanbHUX OOCArHeHb
3000yBayviB  BULIOT OCBITU 3AOIACHIOETLCA 3a
PENTUHIOBOIO CUCTEMOIO OLiHIOBaHHS
BianoeigaHO A0 [lonoXeHHA npo cucTemy
OUiHIOBaHHSA pesynbTaTiB HaBdaHHa B KIl im.
Iropa Cikopcbkoro (go 100 6anis) Ta 3a Wkanow
OouiHIOBaHHA YHiBepcuteTy (“BiaMiHHO”, “Oyxe
nobpe”, “nobpe”, “3aQoBinNbHO”, “A4OCTaTHBLO” Ta
“He3af0BinNbHO”)
Pesynbtatu HaBYaHHSA CTyOeHTa, Lo
BigoOpaxalTb  OOCATHYTMA  HUM  piBEHb
KOMMNeTeHTHOCTEN BiIHOCHO OMiKyBaHUX,
iAEHTUDIKYIOTECA Ta BUMIPIOIOTLCA Nig 4ac
KOHTPOSbHMX 3axofiB (YCHUX | MMCbMOBUX
3anikiB Ta €eK3aMeHiB, TEeCTyBaHHs TOLIO) 3a
OOMNOMOroK  KPUTEPIiB, WO KOpenowTbca 3

ONNCOM OCBITHLOTO PiBHA HauioHanbHOT pamku

kBanidikauiv [ XapaKkTepusyTb
CniBBiOHOLLEHHSA BMMOT Jo piBHS
KOMMETEHTHOCTEN | MOKA3HWUKIB OLiHKM 3a

PENTUHIOBOIO LLKASIOH.

Evaluation of academic achievements of higher
education students is carried out according to the
rating system in accordance with the Regulations
on the system of evaluation of learning outcomes
in Igor Sikorsky Kyiv Polytechnic Institute (up to
100 points) and according to the University's
evaluation scale ("excellent", "very good",
"good", "satisfactory”, "sufficient” and
"unsatisfactory")

The student's learning outcomes, which reflect
the level of competencies achieved by him/her in
relation to the expected ones, are identified and
measured during control measures (oral and
written tests and examinations, testing, etc.)
using criteria that correlate with the description of
the educational level of the National
Qualifications Framework and characterize the
correlation between the requirements for the
level of competencies and the assessment
indicators on the rating scale.

6 — MporpamMHi kKomneTeHTHOCTI/Programme competencies

IHmeeparnbHa komnemeHmHicms/Integral competence

3aaTHicTb po3B’si3yBaTn cknagHi
chnevjiani3oBaHi 3agadi i NpakTU4YHi 3aBOaHHA Y
ranysi kibepbesneku Ta 3axmcTy iHdopmauii.

Ability to solve complex specialised problems
and practical tasks in the field of cybersecurity
and information protection.

3azanbHi komnemeHmHocmi (3K)/General competencies

3K 1. 3patHicTb 3acTOCOBYBAaTU 3HAHHA Y
NPaKTUYHUX CUTYaLLISX.

The ability to apply knowledge in practical situations.

3K 2. 3HaHHA Ta po3ymiHHA nMpeaMeTHol obracTi i
PO3yMiHHS NPOOECINHOT AISrbHOCTI.

Knowledge and understanding of the subject area and
understanding of professional activities.

3K 3. 3oaTHicTb CrinkyBaTCA AEPKaBHOK MOBOHO SIK
YCHO, TaK i MCLMOBO.

The ability to communicate in the state language both
orally and in writing.

3K 4. 3noatHicTb cninkyBaTucst iHO3EMHOK MOBOIO.

The ability to communicate in a foreign language.

3K 5. 3gaTtHicTb BUMTUCS | OBOIOAIBATU CyHacCHUMM
3HAHHAMM.

The ability to learn and master modern knowledge.




3K 6. 3gaTHicTb peanisyeaTty CBOI NpaBa i 0608’53k
SK 4neHa CycninbCTBa, YCBIOOMIOBATU  LIHHOCTI
MPOMaasiHCLKOro (BinbHOIO OeMOKPaTUYHOIO)
CycninbCTBa Ta HEOOXIAHICTb Oro CTarioro po3BuTKY,
BEPXOBEHCTBA Mpaea, MpaB i cBOOOA FHOOMHA i
rpomagsaHvHa B YkpaiHi.
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The ability to realize one's rights and responsibilities as
a member of society, to realize the values of civil (free
democratic) society and the need for its sustainable
development, the rule of law, human and civil rights and
freedoms in Ukraine.

3K 7. 3patHicTb yxBanioBaTu pilleHHs 1 OiaTu
OOTPUMYKOYUCH MPUHLIMMY HEMPUMYCTUMOCTI KOPYTILLT
Ta Oyab-AKNX iHLLUMX NPOSIBIB HEAOOPO4ECHOCTI.

The ability to make decisions and act in accordance with
the principle of inadmissibility of corruption and any
other manifestations of dishonesty.

3K 8. 3patHictb 30epiratlm Ta NPUMHOXYBATU
MoparibHi, KynbTypHi, HAYKOBi LIHHOCTI | JOCArHEHHS
CycninbCTBa Ha OCHOBIi PO3yMiHHA icTOpil Ta
3aKOHOMIPHOCTEN PO3BUTKY MpeameTHOI obnacTi, i
MiCLA Yy 3aranbHin cuctemi 3HaHb Npo npupoay |
CYCrinbCTBO Ta y PO3BUTKY CYCMiNbCTBA, TEXHIKA i
TEXHOIOri, BUKOPUCTOBYBATU Pi3Hi BUAM Ta dhopmMun
PYXOBOI aKTUBHOCTI ANt aKTMBHOTO BIOMOYMHKY Ta
BEAEHHS 300POBOTO CroCcobY HUTTS.

The ability to preserve and enhance moral, cultural,
scientific values and achievements of society based on
an understanding of the history and pattems of
development of the subject area, its place in the general
system of knowledge about nature and society and in
the development of society, technology and technology,
to use various types and forms of physical activity for
active recreation and healthy lifestyle.

CnieuianbHi (¢paxosi, npedmemti) komrnemeHmHocmi (PK)/
Special (professional,

subject) competences

CK 1. 3gatHicTb 3acTocoByBaTV 3aKOHOAABYy Ta
HOpMaTUBHO-PaBoBYy 6asy, a TakoX OepKaBHi Ta
MPKHapodHi  BUMOMM, MPaKTUKM | CTaHgapTM y
NpodoecinHin isrbHOCTI.

Ability to apply the legal and regulatory framework, as
well as national and intemational requirements,
practices and standards in professional activities.

CK 2. 3patHicTb BMKOPUCTOBYBATU iHGDOPMALLHI
TEXHOJOr, Cy4acHi MeToam | mogenen kibepbeanexu
Ta CUCTEM 3axUCTY iHdbopMaLlii.

Ability to use information technology, modem methods
and models of cybersecurity and information security
systems.

CK 3. 3gatHicTb 3abesnedyBatm HemnepepBHICTbL
GisHec-npoueciB  3rigHO  BCTAHOBMEHOI  MOMITUKKA
KibepOe3nekn Ta 3axucTy iHgopmallii.

Ability to ensure the continuity of business processes in
accordance with the established cybersecurity and
information protection policy.

CK 4. 3gaTHicTb 3abe3nedyBaT 3axXUCT iHdopMalLlii B
iHdbopMaLiHMX  Ta  iHdOPMALLIMHO-KOMYHIKALLMHX
ccTtemax 3rigHo BCTAHOBJIEHOI MONTKA
KibepOe3nekn i 3axucTy iHbopmaLli.

Ability to ensure the protection of information in
information and information and communication
systems in accordance with the established
cybersecurity and information protection policy.

CK 5. 3patHictb BigHOBMOBatM (OYHKLOHYBaHHS
iHdbopMaLiHMX  Ta  iHdOPMALIMHO-KOMYHIKALLIMHX
cucTeM  Micnst  peanisauil  3arpo3,  34IMCHEHHsI
Kibepatak, 300iB i BIOVOB PpisHMX KrTaciB Ta
MOXODKEHHS.

The ability to restore the functioning of information and
information and communication systems after threats,
cyber attacks, failures and disruptions of various classes
and origins.

CK 6. 3poaTHicTb BripoBapKyBaTH Ta 3abesnedyBatm
(PYHKUOHYBAHHA  KOMIMIIEKCHUX CUCTEM  3aXUCTY
iHpopmaLii  (KOMMIekcM  HOPMAaTUBHO-NPAaBOBMX,
OpraHizauimHMX Ta TEXHMHMX 3acobiB i MeToais,
npoLeayp, NPaKTUYHNX MPUAOMIB TOLLO. )

Ability to implement and ensure the functioning of
integrated information security systems (complexes of
regulatory, organisational and technical means and
methods, procedures, practices, etc.)




CK7. 3paTHicTb 3ajiicHioBaTU NPOeCcinHy AisnbHICTL
Ha OCHOBI BMPOBaMKEHOI CUCTEMU YrpaBniHHA
iHchopMaLiiHOO Ta KibepGesaneKkoto.
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Ability to carry out professional activities on the
basis of the implemented information and
cybersecurity management system.

CK 8. 3paTHicTb 3acTocoByBaTM METOAM Ta 3acobn
KpurrorpadhiYHOro 3axmcty iHopmMaii Ha ob’ekTax
iHhopMaLLiMHOT OisrbHOCTI.

Ability to apply methods and means of
cryptographic protection of information at the
objects of information activity.

CK 9. 3gatHicTb 3acTocoByBa™/ METOAM Ta 3acobn
TEXHIYHOMO  3axuCTy iHopmaLji Ha ob'ektax
iHhopMaLLiMHOT AisrbHOCTI.

Ability to apply methods and means of technical
protection of information at information activity
facilities.

CK 10. 3pgatHicTb  BWKOHYBATM  MOHITOPUHI
iHchopMaLiHMX MpoLEeCiB, aHanisysaTth, BUSIBISATH,
OLHIOBAaTM MOXMMBI  BPa3nMBOCTI Ta  3arposu
iHcbopMaUiHoMy — mpocTopy 1 iHdbopMaLinHM
pecypcam 3rgHO 3  BCTAHORMEHOH  MOSITUKOKO
iHhopMaLiHOT 6esnexn.

Ability to monitor information processes, analyse,
identify, assess possible vulnerabilities and threats to
the information space and information resources in
accordance with the established information security

policy.

CK 11. 3paTHicTb 3aCTOCOBYBATU KOMMIIEKCHI 3aX0aM
NpoTUAjl TEXHIYHM PO3BiAKaM.

Ability to apply comprehensive measures to counter
technical intelligence.

®axosi komnemeHmHocmi briok 1. [NpogpecitiHut cmaHOapm. Daxieeup 3
peazysaHHs1 Ha IHUUHOeHmu Kibepbesreku/Professional competences Block 1.
Professional standard. Specialist in response cybersecurty incident

®PKon 1.1. 3gaTHicTe 3icTaBna™M  daHi  npo
iHUMOEHTW,  ONs BW3HAYEHHS!  KOHKPETHUX
BPasnMBOCTEN Ta HaOaHHA pekoMeHdauin, Ski
003BONATb LUBUAKO IX YCYHYTU.

The ability to correlate incident data to identify
specific vulnerabilities and provide
recommendations that will allow them to be
addressed quickly.

PKo6n 1.2. 3oaTHicTb 3giricHioBaTy 36ip apTedhakTis
BTOPrHEHHA | BMKOPUCTOBYBAaTW BUSIBMEHHI AaHi
ans  3anobiraHHA  NOTEHUiMHMM  iHUMOeHTam
Kibepbesnekn B Mexax nmignpuemcrsa (yCTaHOBW,
opraHizauii). 3gaTHiCTb 3abe3nevyBaT CBOeYacHe
BUSIBIEHHS, ideHTMdIKaujio Ta CrOBILLEHHS MpOo
MOXXIMBI aTaKW/BTOPrHEHHS], aHOMarTbHY AisNbHICTb
i Oii 3NOBXMBAHHA Ta BiOPI3HATM Ui iHUMOEHTN Ta
nopiji Big JOOPOSIKICHNX Lil.

The ability to collect intrusion artefacts and use
the data to prevent potential cybersecurity
incidents within the enterprise (institution,
organisation).

The ability to provide timely detection,
identification and notification of possible
attacks/intrusions, anomalous activity and

misuse and to distinguish these incidents and
events from benign activities.

®PKo6n 1.3. 3paTHICTb CynpoBOMDKYBATM TEMATUYHI
OOCNiMKEHHsT  (Mpouecy  OuiHKM  BigroBigHOCTI)
3acobiB KpunTorpadivyHOro 3axmcTy iHdopMalLlii.
3OaTHiCTb MpoBOAUTM cnewjarbHi  OOCNimKEeHHS
3acobiB 06pobku iHpopmaLii, TEXHIMHMX 3acobiB Ta
00’ekTiB iH(OpMAaLINHOT QiArbHOCTI.

Ability to support case studies (conformity assessment
processes) of cryptographic information security.
Ability to conduct special studies of information
processing tools, technical means and objects of
information activity.

®axosi komrnemeHmHocmi brioky 2. [NpogbecitiHut cmaHOapm. Paxieeupb 3
KpurimoepadbiyHo20 3axucmy iHghopmauyi/Professional competences Block 2.
Professional standard Specialist in cryptographic information security




®Kon 2.1. 3paTHicTb 3abesnevyBaT KOHTPOIb
(MOHITOPIHI) NOTOYHOrO CTaHy piBHS ©Ge3nekn
KpunTorpagiyHoOro 3axucty iHcopmaliji B opraHi
(yctaHoBi, nignpuemcTtsBi) Ta  OUHKY  KOro
BIiANOBIAHOCTI BUMOram HOPMaTUBHUX JOKYMEHTIB.
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Ability to provide control (monitoring) of the current state
of the level of security of cryptographic protection of
information in the body (institution, enterprise) and
assess its compliance with the requirements of
regulatory documents.

®Kon 2.2. 3paTHiCTb aHanisyBatu noTpedun Ta
BMMOMM  KOPUCTYBaudiB  (3aMOBHMWKIB)  LLOAO
KpunTorpagpiyHoro 3axucty iHdopmalii 3 MeToro
BMNPOBaKEHHA CUCTEM Ta KOMIJIEKCIB 3axucTty
iHdbopMmalLljT.

Ability to analyse the needs and requirements of users
(customers) for cryptographic protection of information
in order to implement information security systems and
complexes.

®Kon 2.3. 3patHicTe npoeoauM aHania  dhannis
XKypHary 3pisHUX [pKepen Ta aHanisyBatm co/rHanm
CMOBILLEHHS MPO Mepexy 3 METOH BU3HAYEHHS
MOXIMBUX 3arpo3 Be3neLl mepesxi.

3maTHICTL NPOBOAUTY CrieLiarnkbHi AOCTimKeHHs 3acobiB
06pobkn iHdbopMmaLlii, TEXHIUHMX 3acobiB Ta ob'exTiB
iHCbOpMaLLIMHOT OiArbHOCTI.

Ability to analyse log files from various sources and
analyse network alerts to identify possible network
security threats.

Ability to conduct special studies of information
processing tools, technical means and objects of
information activity.

®axosi komremeHmHocmi brioky 3. lNpogpecitiHuti cmaHOapm. Paxiseup 3
mexHi4Ho20 3axucmy iHghopmauji/Professional competences Block 3. Professional
standard Specialist in technical information security

®Kon 3.1. 3naTHICTbL po3pobnsiTv, BpOBaMKyBaTK Ta
aHarnisyBam Ta obrpyHTOBYBaTU TEXHIHHI JOKYMEHTU,
MONOXEHHS], IHCTPYKUII OO0 CUCTEM Ta KOMIUIEKCB

3axuCTy iHdhopmaLlyi.

Ability to develop, implement and analyse and
justify  technical documents, regulations,
instructions for information security systems and
complexes.

®PKon 3.2. 3paTHictb MNpoBOAUTU  CrieujarnbHi
JocnimkeHHss  3acobie  0bpobki  iHdbopmaLlii,
TEXHYHMX 3acobiB Ta 0OO'eKTiB  iHGOpMaLiNHOI
AianbHOCTI. 3OaTHICTL BUSIBNSTY 3aKradHi MpuUcTpoi
Ha o6’exTax iHdhopMaLiHOT OisrbHOCTI.

Ability to conduct special studies of information
processing tools, technical means and objects of
information activity. The ability to detect embedded
devices on information objects.

®Kon 3.3. 3gatHice nmpoBomM aHania dhannis
XypHary 3 pisHUX [DKepen Ta aHarnisysat curHanm
CMOBILLEHHS MPO Mepexy 3 METO BU3HAYEHHS
MOXIMBMX 3arpo3 GesneLl mepexi.

3OaTHICTL CyNPOBOMKYBATA TEMATUHHI  JOCITMKEHHS
(Npouecn OLjHM BiOMoBigHOCTI) 3a000iB
KpurrorpadoivHOro 3axucTy iHdhopmall.

Ability to analyse log files from various sources and
analyse network alerts to identify possible network
security threats.

Ability to support case studies (conformity assessment
processes) of cryptographic information security.

®axosi komrnemeHmHocmi brioky 4. lNpogbecitiHuti cmaHOapm. @axiseub cehepu
3axucmy iHgbopmavuii/Professional competences Block 4. Professional standard.
Specialist in the field of information security

®PKén 4.1. 3patHicTb NpPoOBOOUTU  OLHKY
BiONOBIOHOCTI (oepxaBHy eKkcnepTnay)
KOMIMSIEKCHNX CUCTEM 3axuCTy iHdopmauil Ta
3acobiB TEXHIYHOMO 3aXUCTY iHdbopMaLlii.

Ability to conduct a conformity assessment (state
examination) of integrated information security
systems and technical information security
equipment.




®K6n 4.2. 3gaTHICTb 30iCHIOBATM KOHTPOMb 3a
CTaHOM TEXHIYHOro Ta KpunTorpad)iyHOro 3axucTy
iHdbopMaLlT.
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Ability to monitor the state of technical and
cryptographic protection of information.

®Kon 4.3. 3paTHicTb npoBoaMTM aHani3 dannis
XKypHany 3 pisHuX [mrepesn Ta aHanisyBaT curHanmm
CMOBILLEHHA MPO MepPeXy 3 METO BU3HAYEHHSA
MOXIMBMX 3arpo3 be3neLi mepexi.

3paTHicTb CynpoBOKyBaTU TeMaTU4HI
OOChipKeHHs  (Mpouecy  OuiHKM - BignoBigHOCTI)
3acobiB KpMNTOrpadivHOro 3axmcTy iHopmaLlil.
3gaTHiCTb NpoBOAUTM criewianbHi  AOCHiMKEHHs
3acobiB 06pobku iHpopMalLil, TEXHIMHMX 3acobiB Ta
06’ekTiB iHOpMAaLINHOT QiArbHOCTI.

Ability to analyse log files from various sources and
analyse network alerts to identify possible network
security threats.

Ability to support case studies (conformity assessment
processes) of cryptographic information security.
Ability to conduct special studies of information
processing tools, technical means and objects of
information activity.

Biticbkoso-npogpecitiHi komrnemeHmHocmi (Bl1K)/
Military-professional competencies (MPC)

BIMK 1. 3gatHiCTb CyMITIHHO i YeCHO BMKOHYyBaTU
cnyx6oBuin 060B’A30K Y BiAMOBIGHOCTI 3 BUMOramu

CratytiB  36povHux Cun  YkpaiHW,  iHWummn
HOPMaTVBHO-MPaBOBMMM aKramu, Lo
pernameHTyloTb  CNyx0oBy  OiAnbHICTE Y

[epxcneuss’sisky, Ta BuMarati Big nignernmx ix
OOTPMMaHHS! Ta BUKOHAHHS.

MPC 1. Ability to perform official duties in good faith and
honestly in accordance with the requirements of the
Statutes of the Amed Forces of Ukraine, other
regulatory legal acts goveming official activities in the
State Special Communications Service of Ukraine, and
to demand that subordinates comply with and fulfil
them.

BIMK 2. 3patHicTb nraHyeamy, opraHisoByBam Gii Ta
YNPaBns™ Migpo3aiioM (MexaHi3oBaHUM B3BOAOM) B
OCHOBHVIX B/Oax 600 (TaKTVYHUX ji).

MPC 2. The ability to plan, organise combat and
manage a unit (mechanised platoon) in the main
types of combat (tactical actions).

BIMK 3. 3oaTHiCTb 3acTOCOBYBATU Ha MPaKTUL OCHOBHI
MONOXEHHS Teopil YMPaBMiHHA | MPUAHSTTA  piLLEHBb,
anropuUTMN - MPUAHATTS  YNPaBNIHCBKAX  PiLLieHD,
NPYHLWNM Ta Npouedypy ePeKTMBHOMO  ynpasniHHA
nigpo3airiom (y ToMy uichi 3a craHgaptamn HATO);
NPOBOAUT ICTOPUKO-PETPOCTIEKTUBHIA aHari3.

MPC 3. Ability to apply in practice the basic provisions
of the theory of management and decision-making,
algorithms for making managerial decisions, principles
and procedures for effective management of the unit
(including NATO standards); conduct historical and
retrospective analysis.

BIMK 4. 3gaTHicTb aHanisyBam i yCBiOOMIIHOBATA MICitO;
BECTM 3a cobol0 0coboBUA ckMad Ao il BUKOHAHHS,
OEMOHCTPYHOYM  LHHOCTI, BMAaCTMBOCTI  XapaKTepy i
MUCIIEHHST Ha OCHOBI NMpuKragie etHocy BoiHa Ta
BWOATHOIO BiCHKOBOIO SidepcTBa.

MPC 4. Ability to analyse and understand the
mission; lead personnel to achieve it
demonstrating the values, character traits and
mindset of the Warrior ethos and outstanding
military leadership.

BIMK 5. 3paTHictb BOOCKOHAnNoBaTM CBOI (PaxoBi,
METOAMYHI Ta Qi3NYHI HABNYKKA; OCOBMCTO MPOBOANTA
3aHATTA 3 60MOBOI NiAroToBKM 3 0OCOBOBMM CKITaA0M
(Nigposgjrnom); npawtoBaTm 3 TaEMHMU
JOKyMeHTamy, 36epirat 36poto i Boenpunacy,
3abesnedyBaty goaepKaHHA 3axodiB 6esnekm Ha
3aHATTAX;  MigTPUMYBaTU  MOCTIMHY — FOTOBHICTb
nigpo3ainy 00 BUKOHaHHA 3aBaHb 3a MPU3HAYEHHAM
Y MMPHWIN Ta BOEHHWIA Yac.

MPC 5. The ability to improve professional,
methodological and physical skills; personally
conduct combat training classes with personnel
(unit); work with secret documents, store
weapons and ammunition, ensure compliance
with security measures during classes; maintain
the unit's constant readiness to perform assigned
tasks in peacetime and wartime.




BIMK 6. 3pgaTtHicTb opraHisoByBaty PXB 3axucT B
nigpo3aini; 3actocoByBaTV 3acobu iHOMBIOQyanbHOMO
3aXUCTY Ta [Oraty paroHU 3apaXeHHs B PisHMX
yMoBax 0GCTaHOBKM B XOfi BMKOHaHHS 3aBfaHb 3a
MPU3HAYEHHSIM.
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MPC 6. Ability to organise CBRN protection in the
unit; use personal protective equipment and
overcome contaminated areas in various
conditions in the course of performing assigned
tasks.

BINK 7. 3patHictb B/3Ha4Yaty TaKTMYHI BMACTUBOCTI
MiCLIEBOCTi NMpw BeAeHHi GOVoBVX A B Pi3HNX YMOBAX;
npawoBa™ 3 TororpadpivHUMKM - KapTamn  Ta
dOTOOOKYMEHTaMM; OPIEHTYBATUCA Ha MICLIEBOCTI 3a
KapToto, 6e3 Kap™ Ta 3a AOMOMOMOK HaBiraLAHNX
npunagie.

MPC 7. Ability to determine the tactical properties of the
terrain in combat operations in various conditions; work
with topographic maps and photographic documents;
navigate the terrain with a map, without a map and with
the help of navigation devices.

BIMK 8. 3paTHiCTb BYKOHYBaTV 3aBOaHHS iHKEHEPHOT
NigTPMMKA B PisHUX Brdax 6oto.

MPC 8. Ability to perform engineering support
tasks in various types of combat.

BINK 9. 3paTHicTb opraHi3oByBaTV Ta NigTpyUMyBaTU
3B'930K Y Migpo3aini LWraTHUMK 3acobamu 3B°s13Ky.

MPC 9. Ahility to organise and maintain communication in
the unit using standard means of communication.

BMNK 10. 3patHicTb BWKOHyBaTM MPOCECIAHY
OiANbHICTE B YMOBax TpyBanuX Pi3HOMMaHOBMX
IBNYHNX HaBaHTaXeHb | MCUXIYHMX  HarpyXeHb;
OpraHisyBaT NiQroToBKy BiMCbKOBOCIYKOOBLIB 415
3abe3neyveHHs1 X ¢Pi3NYHOI FOTOBHOCTI A0 BUKOHAHHS
3aBOaHb 3a NPU3HAYeHHSIM; OpraHi3yBaTVi BUKOHAHHS
3aBAaHb 3 TAKTUYHOT MEOULINHW.

MPC 10. The ability to perform professional activities
under conditions of prolonged, diverse physical exertion
and mental stress; to organise the training of
servicemen to ensure their physical readiness to
perform assigned tasks; to organise the performance of
tactical medicine tasks.

BMK 11. 3pgatHicte rotyeatm wTatHy 36poto
nigpo3ainy Ao 6ooBoro 3acTocyBaHH; ehbeKTMBHO
BUKOpMCTOBYBaTM OOMOBI | TEXHIMHI  MOXIMBOCTI
036poeHHA (36poi) nig yac BeaeHHs 6oto (BoroBMX
4in), npoeBegeHHi  ycix BMOIB  3aHATb i3
nignopsiokoBaHMM  OCOOOBMM  CKIMaoM; 3A4aTHICTb
ocobucTto BonogitM MnpuiomMamn Ta  criocobamm
BEOEHHS1 BNYYHOrO BOMHIO 3i LUTATHOMO 0O30pPOEHHS
(36poi) Mo uINsX, WO 3SBNAIOTECA Ta PyXatoTbCs,
BOEHb Ta BHOMi; 3O4aTHICTb YMNPaBMASATM BOrHEM
NignopsioKoBaHUX i NpaaHMX nigpo3ainie (BOrHEBUX
3acobiB) nig Yac BUKOHaHHA G0MOBMX 3aBOAHb.

MPC 11. Ability to prepare regular weapons of the unit
for combat use; effectively use the combat and technical
capabilies of weapons (weapons) during combat
(combat operations), conducting all types of training with
subordinate personnel; ability to personally master the
techniques and methods of accurate fire from regular
weapons (weapons) at targets that appear and move,
day and night; ability to control the fire of subordinate
and attached units (firearms) during combat missions.

BIMK 12. 3pgatHicTb 3acTOCOBYBATU OVCLMMTTIHAPHY
NPaKtMKy MO BIOHOLIEHHO OO0 NiANopsiaKoBaHOM
0cOOOBOMO  CKriady; kepyBam  nigpo3giiom 3
OOTPMMAHHAM  HOPM  MPKHApPOOHOMO  NyMaHITapHOro
npasa.

MPC 12. Ability to apply disciplinary practices in
relation to subordinate personnel; manage the
unit in  compliance  with  international
humanitarian law.

Biticbkogo-cnieuyianbHi KomrnemeHmHocmi (BCK)
Military-special competencies (MSC)

BCK 1. 3paTHicTb BonoditM 3HaHHAMU
HaBMYKaMM  3aCTOCYBaHHA  iHPOpMaLiNHO-
KOMYHiKaLinHUX CUCTEM (KOMMNIEKCIB CyYaCHUX
pyXOoMux By3niB 3B'si3Ky Ta 3acobiB ypsao0BoOro
NonbOBOro 3B'A3KY).

MSC 1. Ability to possess knowledge and skills in the
use of information-communication systems (complexes
of modem mobile communication nodes and
govermnment field communication equipment).




BCK 2. 3pgatHictb rotyBatv wwratHe obragHaHHA
CTaHUjh i ByaniB iHPOPMALINHO-KOMYHIKALLIAHMX
cucTeM 00 BUKOHaHHA 3aBfdaHb 3 YPSOOBOMO
MOMbLOBOrO 3B'AI3KYy; BUKOHYBATU CXEMy-Haka3 Ha
OpraHizaujto  ypsiooBOro 3B'A3Ky; OpraHisoByBaTU
YepryBaHHsi Ha BY3ny YpsidoBOro MosisOBOrO 3B's13KY,
BECTU  eKCrnyaTauNHO-TEXHIMHY — AOKYMEHTaUjto;
OpraHisoByBaTU 3axumcT BiO 3acobis
padioenekTpoHHOI  BopoTbby;  opraHizoByBaTU
OXOPOHY i 0BOPOHY MOMLOBOMO By3Mna YPSOOBOMO
3B'A3KY.
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MSC 2. Ability to prepare standard equipment of
stations and nodes of information and communication
systems to perform tasks on govemment field
communications; execute the scheme-order for the
organisation of government communications; organise
duty at the government field communications node;
maintain operational and technical documentation;
organise protection against electronic warfare; organise
protection and defence of the govemment field
communications node.

BCK 3. 3pgaTHictb npoBogutV MfiaHyBaHHSA 3
BUKOHAHHSI By3riOM YPSAOBOTO 3B'93Ky 3aBhaHb 3a
NPU3HAYEHHAM; opraHi3oByBaTU BUYKOHAHHS
MepLLOYEProBUX  3axofiB OO0 MigroTOBKA [0
BMKOHAHHS 3aBOaHb SIK B MiQroToBYMIA nepion Tak i B
Xodi BMKOHAHHS 3aBOaHb 3 YPSAOBOrO MOfbOBOMO
3B'A3Ky; po3pobntoBaTu i ocpopmrioBaT! ornepaTuBHI
(GovoBi) JOKYMEHTU 3 YPSAOBOIO 3B'A3Ky; CTaBUTU
3aBdaHHA OCOBOBOMY CKMady Byana YpsidOBOro
3B'A3Ky Ha BWKOHAHHS 3aBdaHb 3a MPU3HAYEHHSM;
3abe3nedyBat  BUKOHAHHS BY3rOM  YpPsSiAOBOrO
3B'513Ky MOCTaBIEHVX 3aB4aHb BiAMoBiOHO 4O MiaHy
©onoBoro  3actocyBaHHs TepuTopianbHOMO Byana
YPSIOOBOIO 3B'A3KY.

MSC 3. Ability to plan for the performance of assigned
tasks by the goverment communications node;
organize the implementation of priority measures to
prepare for the performance of tasks both in the
preparatory period and in the course of performing
government field communications tasks; develop and
execute operational (combat) documents on
govemment communications; set tasks for the
personnel of the government communications node to
perform assigned tasks; ensure that the govemnment
communications node performs its tasks in accordance
with the plan of combat use of the Territorial government
communications node.

BCK 4. 3pgatHicTb 0 opraHizauji, nraHyBaHHA Ta
3abe3rneyeHHs PeXMMy CEKPETHOCTI B yCTaHOBaxX Ta
opraHisavisix.

MSC 4. Ability to organise, plan and ensure
secrecy in institutions and organisations.

7 — Pe3ynbTatu HaB4aHHA (PH)/
Programme learning outcomes (LO)

PH 1. BinbHo cninkyeamics Aep»KaBHOH MOBOH YCHO
Ta MUCbMOBO MPW  BMKOHAHHI  NPOdeCiHNX
000B'A3KiB.

LO 1. Communicate fluently in the state language orally
and in writing in the performance of professional duties.

PH 2. CninkyBatca iHO3eMHOIO MOBOK 3 METOH
3abe3rneyeHHs €epeKTMBHOCTI npodoecinHol
KOMYHIKaLjl.

LO 2. Communicate in a foreign language to ensure the
effectiveness of professional communication.

PH 3. 3acrocoByBam mpuHUMM HEMPUMYCTUMOCTI
Kopynuii  Ta OyOb-skMX  iHWKMX  MposiBiB
HedobpoYeCHOCTi y MPOMECiiHIN AiANbHOCTI.

LO 3. Apply the principle of inadmissibility of corruption
and any other manifestations of dishonesty in
professional activities.

PH 4. OpranisoByBa BracHy npodoecinHy
AiAnbHICTb, 0BMpaTH | BUKOPMUCTOBYBATM ONTYMASTbHI
METOOM Ta CnocobM pO3B'A3aHHA  CKNagHUX
crevujanisoBaHnX 3agad i MpaktM4HMX npobrnem y
npodoeCinHin -~ OisNbHOCTI,  OUHIOBATM  IXHIO
€(EKTUBHICTb.

LO 4. Organise own professional activities, choose and
use optimal methods and ways to solve complex
specialised tasks and practical problems in professional
activities, evaluate their effectiveness.




PH 5. AwxanisyBatn, aprymeHTyBatW, npuamMaTu
piLLEHHS NPY PO3B’A3aHHI CKNaaHMX cneLjanisoBaHnx
3a0ad | MpakTMYHMX 3aBdaHb Y NPOOECIHIN
JIANBHOCTI, SIKi XapaKTepm3yHTLCH KOMIMIEKCHICTIO Ta
HEMOBHOKD BM3HAYEHICTIO YMOB, BIANOBiga™M 3a
NPUAHATI PiLLIEHHS.
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LO 5. Analyse, argue, make decisions in solving
complex specialised problems and practical tasks in
professional activities characterised by complexity and
incomplete certainty of conditions, and be responsible
for decisions made.

PH 6. AganTtysatica 4O HOBUX YMOB i TEXHOSONN
NpPodhecinHoi - OisNbHOCTI, MPOrHO3yBaTW  KHLIEBMWIA
pesynbrar.

LO 6. Adapt to new conditions and technologies of
professional activity, predict the final result.

PH 7. 3actocoBysan ©n apantyBatn Teopil
iHdbopmauii  Ta KoQyBaHHS, mMaTtemMaTndHol
CTaTUCTUKK, Ymcen, kpunrorpadpii Ta creraHorpadii,
06pobneHHs Ta nepenadi curHasis TOLLIO, MPUHLIMMK,
MeToOM i noHATTA Kibepbesnexr Ta 3axucTy
iHchopMalLil y HaBYaHHI Ta NPOIECIHIN SisANbHOCTI.

LO 7. Apply and adapt theories of information and
coding, mathematical statistics, numbers, cryptography
and steganography, signal processing and
transmission, etc., principles, methods and concepts of
cybersecurity and information protection in education
and professional activities.

PH 8. 3actocoByBam 3HaHHS W  PO3YMiHHS
MateMatvikn Ta pisnkm B MPOdPECIHIA OiSrnbHOCTI,
dopmarnizyBam  33dadvi  NpeoMeTHOI ranyai
kibepbesnekn Ta 3axvcTy iHdopmaLii, popmyrioBatu
X MatematVdHy MOCTaHOBKYy Ta  obupatu
paLjoHanbHWA MEeTOL, BUPILLIEHHS.

LO 8. Apply knowledge and understanding of
mathematics and physics in professional activities,
formalise the tasks of the subject area of cybersecurity
and information protection, formulate their mathematical
formulation and choose a rational method of solution.

PH 9. 3Hatm Ta 3actocoByBaTM 3aKOHOOABCTBO
YipaiHu Ta MDKHapodHi  BAMOrKW, MPaKTUKL i
CTaHOap™ 3 MeTo  34iMcHEHHA  mpodbecinHol
disnbHOCTi B ranysi  kibepbesnekn Ta  3axucTy
iHdbopMmaLil.

LO 9. To know and apply the legislation of Ukraine and
international requirements, practices and standards in
order to carry out professional activities in the field of
cybersecurity and information protection.

PH 10. BukopuctoByBamM Cy4acHi iHGpopMaLliiHi
TexHororii, MeToay i mogeni kibepbesnekn Ta cnuctem
3axucTy iHdopMauii anst 3aincHeHHs npodbecinHol
JIANBHOCTI.

LO 10. To use modem information technologies,
methods and models of cybersecurity and information
security systems to carry out professional activities.

PH 11. lMNnaHyBam nigroToBky Ta 3abesnedyBatu
HenepepBHICTb ~ GisHeC-NpoUeciB B OpraHisauisix
3rigHO 3i BCTAHORIEHOKD MOMITUMKOD Kibepbesnewn 3
ypaxyBaHHAM BUMOT [0 3axXMCTy iHpopmaLii.

LO 11. Plan the preparation and ensure the continuity
of business processes in organisations in accordance
with the established cybersecurity policy, taking into
account information security requirements.

PH 12. 3actocoByBam meToan Ta 3acobun 3axucty
iHdbopmaLii B iHdopMaLiiHMX Ta  iHpopMauinHO-
KOMYHIKaLIAHNX cucTemMax BiOMoBigHO Jo
BCTAHOBIEHOI NMONITVKL iHdbopMaLinHoi Be3nexu.

LO 12. Apply methods and means of information
protection in information and information and
communication systems in accordance with the
established information security policy.

PH 13. BnpoBamkysaT, HanawTtoByBaTW,
CYMPOBODKYBaTU Ta NATPUMYBATU (DYHKLIOHYBaHHS
nporpamMHUX i NporpamMHo-anapaTHUX KOMISIEKCIB i
cucteM kibepbesnekn Ta 3axucTy iHcpopmauii gk
HeoOxigHi  npouenoypy AN dOYHKLOHYBAHHS
iHdbopMaUiHMX 1 IHdOPMALLIMHO-KOMYHIKALLIMHX
cuctem Ta\abo iHpPaCTPYKTYpWY opraHisaLlii B Lirnomy.

LO 13. Implement, configure, maintain and support the
functioning of software and hardware systems and
cybersecurity and information protection systems as
necessary procedures for the functioning of information
and information and communication systems and/or the
organisation's infrastructure as a whole.




PH 14. Bupiwysat 3agadi yripasniHHA npouecamm
BiJHOBIEHHS LUTaTHOTO PYHKLOHYBaHHS
iHchbopMaUiMHMX Ta  iH(OPMALLINHO-KOMYHIKaLAHWUX
CUCTEM 3 BUKOPUCTAHHAM MpoLEayp pes3epByBaHHA
3rOoHO  BCTAHOBMEHO!  MONMUKXM  ©esnekn i
3abesnedyBat  OYHKLOHYBaHHS  CrieLjarnibHoro
nporpamMHOro  3abesneyeHHs LWIOOO 3axucTy Ta
BiOHOBMEHHS iHCpopMaLlil.
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LO 14. To manage the processes of restoring the
normal functioning of information and information and
communication systems using backup procedures in
accordance with the established security policy and
ensure the operation of special software for information
protection and recovery.

PH 15. 36upatu, 06pobnsitn, 36epirat, aHanisysatu
KpUTUYHI daHi Ons gokasy peanisauii kibepsarpos,
NPOBOAUTY aHani3 Ta AOCHImKEHHs KIbepiHUMAEHTY 3
METOHO OrnepaTMBHOIO BiOHOBMEHHS (OYHKLIIOHYBaHHS
iHhopMaLLiMHOT cUCTEMM.

LO 15. To collect, process, store, analyse critical data to
prove the implementation of cyber threats, to analyse
and investigate a cyber incident in order to promptly
restore the functioning of the information system.

PH 16. BupiwyeBatm 3agadvi BrpOBamKEHHS Ta
CyNpOBOAY KOMIMIIEKCHUX CUCTEM 3aXUCTY iHdbopmaLlji
B iHGPOpMaLNHNX CUCTEMAX.

LO 16. To solve the problems of implementing and
maintaining integrated information security systems in
information systems.

PH 17. 3abesneyyBamm (OyHKUJOHYBaHHA CUCTEMMU
ynpaeniHHs kibepbeanekoto i 3axuctom iHdopmai
opraHisauji, BKIKOYao4M nepcoHan Ta ynpasniHHA
Hacnigkamn  peanisauii - 3arpo3  iHdopMaLiiHin
©e3neLi B KPN30BMX CUTYaLLiSIX, HA OCHOBI 3OQIICHEHHS]
npoueayp KinbKiCHOT | SIKICHOT OLLIHKA PU3KIKIB.

LO 17. Ensure the functioning of the organisation's
cybersecurity and information protection management
system, including personnel and management of the
consequences of information security threats in crisis
situations, based on the implementation of quantitative
and qualitative risk assessment procedures.

PH 18. AnanisysaTtn, 3acrocoByBaTtM MeToaM Ta
3acobn kpunTorpadhivHOrO 3axucTy iHdopMaLii Ha
ob’exTax iHdhopMaLiHOT OisnbHOCTI.

LO 18. Analyse and apply methods and means of
cryptographic protection of information at information
activity facilities.

PH 19. Bupiwysaty 3agavi wWoOo opraHizauii Ta
KOHTPOMKD ~ CTaHy  KpurTorpadiyHOro  3axucTty
iHbopMaLlii, 30Kkpema  BignoBiJHO OO0  BUMOT
HOPMAaTUBHMX JOKYMEHTIB.

LO 19. Solve tasks related to organising and monitoring
the state of cryptographic protection of information, in
particular in accordance with the requirements of
regulatory documents.

PH 20. BusHauati 3arpo3v CTBOPEHHS TEXHIYHUX
kaHaniB  BUTOKY  iHdopMaudii Ha  ob’extax
iHbOpMaLLiHOT LisirbHOCT; BNPOBaMKyBaTH 3aC00U i
3ax0aM TEXHIYHOMO 3axMCTy iHdbOpMaLii Big, BUTOKY
TEXHIYHMMIM KaHaramm, MpoBoaUTY OBCITyroBYBaHHS |

LO 20. Identify threats of creating technical channels of
information leakage at information objects; implement
means and measures of technical protection of
information from leakage through technical channels,
maintain and monitor the condition of information

KOHTPOIb CTaHy anapatHMX 3acobiB  3axucty | protection hardware and technical information
iHbopMaLlii Ta KOMIEKCIB TEXHIYHOTO 3axXuCTy | protection complexes.

iHdbopmaLil.

PH 21. BukoHyBaty BnpoBamKeHHs, nigTpumky, | LO 21. To implement, maintain, analyse the

aHania  e@eKkTMBHOCTI  cUCTeEM BUSIBIEHHS
HECAHKLJOHOBaHOro AOCTyny, A 3 iHopMmauieto B
iHdbopMaLLivHIA cMCTeMi, BPasnMBOCTEN, MOXIIMBMX
3arpos iHgopmaLiiiHoMy NPOCTopY 1 iHGopMaLLiiHAM
pecypcam Ta BUKOPUCTOBYBATU KOMIMSIEKCK 3aXUCTY
ans 3abeaneveHHs HeoBXiOHOrO PIBHS 3aXULLEHOCTI
iHdbopmaLil B iHbopMaLiMHMX cucTeEMaXx.

effectiveness of systems for detecting unauthorised
access, actions with information in the information
system, wulnerabilities, possible threats to the
information space and information resources, and use
security systems to ensure the required level of
information security in information systems.
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MPH 22. PeanizoByBatu komnnekcHi 3axoay npotgii | PLO 22. Implement comprehensive measures to

TEXHIYHM PO3BiaKaMm.

counter technical intelligence.

Pesynbsmamu Has4aHHs1 brioky 1. [NpogbecitiHuti cmaHdapm. Paxieeup 3
peazysaHHs1 Ha iHUuHOeHmu Kibepbe3srieku / Learning outcomes Block 1.
Professional standard. Specialist in response cybersecunty incident

PHG6n 1.1. BykopucTtoByBaTH IHCTPYMEHTU KopensLyji
nogii ©Gesnekn. BusHavyaTm Ta npioputesyBatu
3axoOM pearyBaHHA Ha pusuKM - KibepGesnek.
Pospobnsmm abo Bpath ydacTsb y po3pobui nopsiaky
NnpoBedeHHs1  OLHKM  iHUMOEHTIB  Kibepbeanek.
[MpoBOAUTY OLHKY Ai NPOTUBHMKA Ta MOr0 METOLIB,
BUSIBNSTU TEXHIKW, TaKTWKA Ta NpoLeaypw Hanagy.

LObl 1.1. Use security event correlation tools. Identify
and prioritise responses to cybersecurity risks.
Develop or participate in the development of a
procedure for assessing cybersecurity incidents.
Assess enemy actions and methods, identify attack
techniques, tactics and procedures.

PHG6n 1.2. 36epiratv WinicTHICTbL AoKa3iB BiANOBIOHO
00 CTaHOapTHMX onepaTMBHUMX npouedyp abo
HaLjoHanbHMX CTaHAapTiB. 3aCTOCOBYBaTU METOOVKA
BUSIBMNEHHS BTOPrHEHb 3 BOKy XOCTa Ta Mepexi 3a
JOMOMOIOK)  TEXHOIONA  BUSIBIMIEHHS]  BTOPTHEHb.
[MpoBoauTV NpoLieaypy CKaHyBaHHS BPA3NMBOCTEN B
cuctemax Gesnexu.

LODbI 1.2. Maintain the integrity of evidence in
accordance with standard operating procedures
or national standards. Apply techniques to detect
host and network intrusions using intrusion
detection technologies. Conduct security
vulnerability scanning procedures.

PH6n 1. 3. [oTyBaTM AOKYMEHTU (3annTi, 3asBKU,
BUXiOHI daHi TOLLO) AN MPOBELEHHS TEMATUYHUX

JocnimkeHb  (ouiHKM  BigroBigHOCT)  3acobiB
KpuTorpadiivHoro 3axucTy iHdbopMmaLli.
BukopuctoByBatM  MaTepiarm  Ta  3BITM 3@

pesynbtatamn TeEMaTUYHUX  OOCHimKeHb  (OLjHKN
BigrosigHOCTI) 3acobiB KpunTorpadivHOrO 3axuCTy
iHdbopMalLii 4515 X pauioHarnbHOro 3aCToCyBaHHS Ha
obekTax iHdopMaUinHoI  gisnbHocTi. HagaBam B
HeOOXiOHMX BUMaaKax KePIBHULTBY MPOMo3uLyi oo
yKragaHHa [OroBOpiB Ha MPOBEeAEHHS TeMaTUYHMX
gocnimkeHb (IX OKPEMMX CKMadoBMX) Ta OLIHKA
BiOMoBiQHOCTI  3acobiB  KpunTorpadpidHOro  3axmCTy
iHdbopMmaLil.

MpoBoaum  creujanbHi  OOCNMKEHHA  3acobiB
06pobKM iHpopMaLyi, TEXHIMHNX 3acobiB (B3HA4ATU
CKMagoBi Ta pexumu pobotn 3acobiB  0Opobku
iHdbopMalLii Ta TEXHIYHMX 3acobiB, BU3HA4aTN TECTOBI
CUrHaI1, CKIaaaTy CXemu creLliaribH1X JOCHIMKEHD,
BUSIBNSATM Ta BUMIpIOBaTM HebesneyHi  (TecToBi)
€NEKTPUYHI, eneKTPOMarHiTHi Ta OMTUYHI CurHamm,
BM3HAYaT MOKA3HWKA  3axMLUEHOCTi  iHdopmaLyi
3acobiB 00pobKkM iHdbopMaLi, TEXHIMHIX 3acobiB Ta
MOXIMBICTb (HEMOXIMBICTb) CTBOPEHHA HUMMK abo
yepes HUX TMEBHUX TEXHIMHUX KaHaniB BUTOKY

iHcpopmaLLii).

LObl 1.3. Prepare documents (requests, applications,
initial data, etc.) for conducting case studies (conformity
assessment) of cryptographic information protection
means. Use materials and reports based on the results of
case studies (conformity assessment) of cryptographic
information protection means for their rational application at
information activity facilties. To submit proposals to the
management, if necessary, on concluding contracts for
conducting case studies (their individual components) and
assessing the conformity of cryptographic information
protection means.

Conduct special studies of information processing
faciliies, technical means (determine components and
modes of operation of information processing facilities and
technical means, determine test signals, draw up
schemes for special studies, detect and measure
dangerous (test) electrical, electromagnetic and optical
signals, determine information security indicators of
information processing faciliies, technical means and the
possibility (impossibility) of creating certain technical
channels of information leakage by them or through them).




Pesynbsmamu Has4aHHs1 brioky 2. [NpogbecitiHuti cmaHdapm. Paxieeup 3
KpurnmoepagidyHo20 3axucmy iHgpopmauyi / Learning outcomes Block 2. Professional
standard Specialist in cryptographic information security
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PHon 2. 1. Po3pobnsatn nnaHu, nporpamu,
IHCTPYKUiI Ta HACTAHOBM LLOAO KOHTPOSIO PiBHS
Gesnekun KpunTtorpadivyHoro 3axucTy
iHdpopmauii B opraHi (yctaHosi, nignpuemMcTsi).
3aincHioBaTn nepeBipKy NMOBHOTU i
Bi4MOBIAHOCTI peanisoBaHMX 3axofiB i3 3axXuUCTy
iHdopmauii B opraHi (yctaHoBi, nignpuemMcTsi)
BMMOraM HOPMaTUBHUX OOKYMEHTIB 3 MUTaHb
KpunTtorpadiyHoro 3axucTty iHdbopmaLii.
Pobutn BWCHOBKM Ta cKnagatum aktm 3a
pesynbTaTtaMn KOHTPONbHUX 3ax04iB.

LODbI 2.1. To develop plans, programmes, instructions and
guidelines for controling the level of security of
cryptographic protection of information in the body
(institution, enterprise). To verify the completeness and
compliance of the implemented information security
measures in the body (institution, enterprise) with the
requirements of regulatory documents on cryptographic
information security. Draw conclusions and draw up acts
based on the results of control measures.

PHG6n 2. 2. BusHayam (dopmyrioBatn) notpedu
LWoAo  KpurTorpadpivHOro  3axuCTy  iHpopmauii Ha
nignpremcTaax, (ycraHoBax, opraHisaLysix).
BusHada™Tn Ta aHanisyBaty  BMMOIM  LLOAO
KpurirorpadpiyHoro  3axucty  iHopmMauji - Ha

nignpremcTaax, (ycraHoBax, opraHisaLysix).
3giicHioBaT/ norepeaHio OLHKY JOCTaTHOCTI Ta
KOpekTHoCTi  BMMOr i noTpe®  KopuCTyBadiB
(3amoBHMKIB)OMS nobynosu nigemcTeMm

KpuTorpadiivHOro 3axmcTy iHdopmalii 3 HeobXigHUM
piBHem Gesnekn. AHanisyeaTy notpedu Ta BUMOM
KOpUCTYBa4iB 3 METOD MSlaHyBaHHS | NPOBEAEHHS
pO3pobKM cucTEMM.

LObI 2.2. Identify (formulate) the needs for cryptographic
protection of information at enterprises, (institutions,
organisations). Determine and analyse the requirements
for cryptographic protection of information at enterprises,
(institutions, organisations). Carry out a preliminary
assessment of the sufficiency and correctness of the
requirements and needs of users (customers) to build a
cryptographic information security subsystem with the
required level of security. Analyse the needs and
requirements of users in order to plan and conduct system
development.

PHon 2. 3. Mpauoeam 3 charnamm >xypHanie Ta
aHanizyea ix. OTpumyBaTU Ta aHanisyeaTy CUrHamim
CMOBILLEHHA MPO Mepexy BiO pisHUX [DKepen B
cepeavHi opraHisaulii Ta BU3Ha4aT MOXIMBI MPUHMHNA
MOsIBM TaKUX CUrHariB.

MpoBooum  cneujanbHi  OOCNMKEHHA  3acobiB
06pobKM iHpopMaLyi, TEXHIMHMX 3acobiB (B3HA4ATU
CKMagoBi Ta pexumm pobotn 3acobiB  0Opobku
iHdbopMalLii Ta TEXHIYHMX 3acobiB, B/3HA4aTN TECTOBI
CUrHaI1, CKIaaaTy CXemm creLliaribHUX JOCHIMKEHD,
BUSIBNSATM Ta BUMIpIOBaTM HebesneyHi  (TecToBi)
€NEKTPUYHI, eneKTPOMarHiTHi Ta OMTUYHI CurHamm,
BM3HAYaT MOKA3HWKA  3axMLUEHOCTi  iHdopmaLyi
3acobiB 00pobkM iHdopMaLi, TEXHIYHUX 3acobiB Ta
MOXIBICTb (HEMOXIMBICTb) CTBOPEHHSI HUMK abo
yYepes HUX TMEBHUX TEXHIMHUX KaHaniB BUTOKY

iHchopmaLLii).

LObl 2.3. Work with and analyse log files. Receive and
analyse network alerts from various sources within the
organisation and identify possible causes of such alerts.
Conduct special studies of information processing facilities,
technical means (determine components and modes of
operation of information processing facilities and technical
means, determine test signals, draw up schemes for
special studies, detect and measure dangerous (test)
electrical, electromagnetic and optical signals, determine
information security indicators of information processing
faciliies, technical means and the possibility (impossibility)
of creating certain technical channels of information
leakage by them or through them).

Pesynbmamu Hag4yaHHs brioky 3. [pogbecitiHuti cmaHOapm. Paxieeup 3
mexHI4HOo20 3axucmy iHghopmauii' / Learning outcomes Block 3. Professional
standard Specialist in technical information security




PHon 3. 1. ®opmynioeatm (6pam ydvactb Yy
dOpMyIOBaHHI) BAMOr [0 3axuCTy iHopmaLii B
iHbOpMaLIMHO-KOMYHIKaLIMHUX  cucTeMax Ta Ha
ob’ektax iHdopMaLiiHOi  AisinbHoCTi. Po3pobnamm
(Bpa™m yyactb y po3pobui) nonituki  Gesnekm
iHchopmalLLit B iHhopMaLNHO-KOMYHIKaLLIMHMX
cctemax. Pospobnsiin (6pam yyacts y po3pobu)
TEXHIYHOI Ta eKcrinyaTauinHoi JOKyMeHTaUil LWoao
CTBOPEHHSI, [OEepXaBHOI ekcrepTusn, (atecrauin),
BBEEHHS1 B eKcrinyarawiito, ekcryaTauji cuctem Ta
KOMIMTIEKCIB 3aXMCTy iHGopMaLi.
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LODbI 3.1. To formulate (participate in the formulation of)
requirements for information security in information and
communication systems and at information activity
faciliies. Develop (participate in the development of)
information  security polices in information and
communication systems. To develop (participate in the
development of) technical and operational documentation
for the creation, state examination, (certification),
commissioning, operation of information security systems
and complexes.

PHon 3. 2. lMpoBoantn cnewjarnbHi AOCMimKEeHHS
3acobiB 06pobkn  iHhopMaLil, TeXHiHYHMX 3acobiB
(BU3HA4YaTM CKNaOOBI Ta pexmmmn poboTn 3acobis
0bpobkn  iHpopmauii Ta  TexHiYHMX  3acobiB,
B/3HAYaTM TECTOBI CuUrHaNM, CKragatM Cxemu
creLianbHX JOCTimKeHb, BUSBIATY Ta BUMIPIOBATU
HebesneyHi (TECTOBI) eNEKTPUYHI, ENEKTPOMAarHiTHI Ta
OIMTUYHI CUrHanNM, BU3HAYaTN NOKA3HUKMA 3aXULLLEHOCTI
iHcpopmaLii 3acobiB 06pobkn iHdopmaLil, TEXHIYHX
3acobiB Ta MOXINMBICTb (HEMOXIMBICTb) CTBOPEHHS
HUMM abo Yepe3 HMX MEBHMX TEXHIYHMX KaHaris
BUTOKY  iHcbopmauil).  TlpoBoautn  cneujanbHi
nocnimkeHHs1 ob’'ekTiB  iHpopMaLiMHOT - OistrbHOCTi
(cknagpaTy  cxemn  cneuianbHUX  OOCHmKEHb,
BUSBNSATM Ta BUMIptoBaTM HebesmneyHi (TecToBi)
aKyCTUuYHI,  BIOPOAKYCTWYHI,  aKyCTOENEKTPWYHI,
aKyCTOerneKTpOMarHiTHI, SlasepHi curHanm, Bu3HayaTu
MOKA3HWKA 3aXMLLEHOCTI MOBHOI iH(bopmaLyi Ha
o6’exTi iHpOpMaLIHOI LiSNbHOCTI Ta MOXIMBICTb
(HemoxrmBICTb ) cTBOpeHHA Ha Ol NEBHMX TEXHIYHNX
KaHaniB BUTOKy iHdopmaLiji). Bu3Hauam BUMOM Qo
MOKA3HWKIB  (XapaKTepuUCTUK) arnapaTHMX 3acobiB
TEXHIYHOTO 3axuCTy iHdopmaLli, siki HeobXxigHI ans
3abe3rneyeHHs 3axmLLEHOCTi iHdopmaLii B cucTemi
abo Ha o6’exTi iHdbopMaLinHOI AisnbHOCTI. CKnagaTu
NPOTOKOMNMN  CneuianbHnX  gochimkeHb.  Cknagaty
MpUNMCM  Ha  eKcrinyaTaujilo  3acobiB  06pobkn
iHdbopMalii Ta 06’exTiB iHGOPMaLIHOT QiANIBHOCTI.

LObl 3. 2. Conduct special studies of information
processing facilities and technical means (determine the
components and operating modes of information
processing facilites and technical means, determine
test signals, draw up schemes for special studies, detect
and measure dangerous  (test) electrical,
electromagnetic and optical signals, determine the
information security indicators of information processing
faciliies and technical means and the possibility
(impossibility) of creating certain technical channels of
information leakage by them or through them). Conduct
special studies of information activity objects (draw up
schemes of special studies, detect and measure
dangerous (test) acoustic, vibroacoustic,
acoustoelectric, acoustoelectro-magnetic, laser signals,
determine the security indicators of speech information
at the information activity object and the possibility
(impossibility) of creating certain technical channels of
information leakage at the OIA). Determine the
requirements for indicators (characteristics) of hardware
means of technical protection of information, which are
necessary to ensure the security of information in the
system or at the object of information activity; draw up
protocols of special studies. Draw up protocols of
special studies. Draw up instructions for the operation of
information processing facilties and information
activities.

PHGn 3. 3. Mpautoeamm 3 dharinamn >xypHanis Ta
aHanizyea ix. OTpuMmyBaTU Ta aHarnisyBaTy CUrHanm
CMOBILLEHHA MPO Mepexy Big pisHUX [DKepen B
cepeauHi opraHisadii Ta BU3Ha4aT MOXIMBI NPUUMHA
MosiBM TaKUX CUrHariB.

[oTyBaTV OOKYMEHTU (3anuTu, 3asBkW, BUXIOHI OaHi
TOLLO) ANA MpoBedeHHs TemMaTudHUX OOCHiMKEHb
(ouiHk1  BigNoOBIQHOCTI) 3acobiB  KpunTorpadiHHOro
3axucTy iHopmaLli.

BukopuctoByBat  MaTtepiamm Ta  3BiTM 3@
pesynbTataMmm TemMaTuyiHUX OOCHimKeHb  (OLHKA
BiOnoBiaHoOCT) 3acobiB KpunTorpad)ivHOroO  3axucTy

LObI 3. 3. Work with and analyse log files. Receive and
analyse network alerts from various sources within the
organisation and identify possible causes of such alerts.

Prepare documents (requests, applications, initial data,
etc.) for conducting case studies (conformity assessment)
of cryptographic information protection means.

Use materials and reports based on the results of case
studies (conformity assessment) of cryptographic
information protection means for their rational application at
information activity faciliies.




iHcbopMaLil Ans X pauioHaneHOro 3acTocyBaHHS Ha
00 ‘exTax iHpopMaLinHOT AiAnbHOCTI.

HapaBatm B HeoOXigHMX BuNaakax KepiBHALTBY
npornosuii  LWOAO  YKNagaHHA — [dOroBopiB  Ha
NPOBEAEHHST TEMaTUYHUX OOCTimKeHb (X OKpeMUux
CKNadoBMX) Ta OUjHKM  BiOnoBigHOCTI  3acobiB
KpuTorpadiivHOro 3axmcTy iHdbopmaLyi.
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To submit proposals to the management, if necessary, on
concluding contracts for conducting case studies (their
individual components) and assessing the conformity of
cryptographic information protection means.

Pesynbmamu Hag4YaHHS brioky 4. [NpogbecitiHuti cmaHdapm. Paxieeub cehepu
3axucmy iHgbopmauyi' | Learning outcomes Block 4. Professional standard. Specialist
in the field of information security.

PHon 4. 1. Cknagam nporpamy Ta MeToauiky
NpOBeAeHHs1 OEepXXaBHOI eKCNepTUau KOMIMIEKCHUX
cucTem 3axucTy iHcpopmadyi. MposoguTn nonepeaHe
O3HaMoMrneHHs 3 oB'eKToM  eKkcnepTMan  Ta
normmbneHe o6CTeXeHHs1 Ob'ekta  eKcnepTUam.
Mposoautn eKCrepTHi BUNPOBYBaHHSA Ta
OOCIDKEHHS  KOMMIEKCHUX  CUCTEM  3aXMCTy
iHpopmaLii  (oujHOBaTM  (OYHKUIOHArbHI - Nocnyrm
Gesneky, OLjHIOBaTW PIiBHI  rapaHTii  KOPEKTHOCTI
peanisauii  doyHKUOHaNbHMX — Mocnyr  Gesneku,
NepeBipATM  HasBHICTb  3apEECTPOBaHOrO — akta
arecrauii komnnekcy T3l, gKWO TakMi KOMMIEKC
BXOOUTb 00 CKrafdy KOMIEKCHOI CUCTEMM 3axXUCTY

iHdbopmauii, abo npoBoauTM KMOrO aTecTauito).
Odbopmntoea NPOTOKOMN EKCrepTHUX
BUNpobyBaHb Ta arectamm BiQMNOB|OHOCTI
KOMMIIEKCHNUX ~ CUCTEM  3axucTy  iHcbopmaLlyi.

3gicHioBaT/  EKCrepTn3y  KOMIIIEKCHUX  CUCTEM

3axUCTy  iHdopmauii  LWISAXOM  AeKrapyBaHHS,
ochopmrtoBatv aexknapaviji BiOnoBiAHOCTI
KOMMIIEKCHUX CUCTEM 3axMCTy iHdopmauii Ta

OpraHi3oByBaTV X 3aTBEPMKEHHS Ta peecTpaliio.

3oiicHioBaTM  ekcnepTu3y  3acobiB  TEXHIYHOM
3axucTy iHdopmauii, odopmnoBaTM  NPOTOKOMN
EKCrepTHMX  BUMPODYBaHb  3acobBiB - TEXHIYHOMO

3axucTy iHdopmauii Ta EeKCriepTHi BUCHOBKMA Ha
3acobn T3l, opraHisoByBaTM 3aTBEPMKEHHS |
peecTpaLito EKCNEPTHNX BUCHOBKIB.

LObI 4.1. Develop a programme and methodology for
conducting the state examination of integrated
information security systems. Carry out a preliminary
examination of the object of examination and an in-
depth examination of the object of examination.
Conduct expert tests and studies of integrated
information security systems (evaluate functional
security services, assess the level of guarantees for the
correct implementation of functional security services,
check the availabilty of a registered certificate of
certification of a complex of TDI, if such a complex is part
of an integrated information security system, or conduct
its certification). To issue expert test reports and
certificates of conformity of integrated information
security systems. Carry out examination of integrated
information security systems by way of declaration,
issue declarations of conformity of integrated
information security systems and organise their
approval and registration.

PHGn 4. 2. OpraHizoByBam (NMpyiAmMaTh y4acTb y
OpraHizauii) KOHTPOMb 33 CTaHOM TEXHIYHOro Ta
KpunTorpadhivHOro 3axucty iHpopmadii. NepesipsaTu
BYKOHAHHSI BMMOI HOPMaTVBHO-MPABOBKX aKTiB Ta
HOPMaTVBHMX  OOKYMEHTIB 3 TexHYHoro Ta
KpurmorpadpidHoro  3axucty  iHopmadii  Ha
ngnpMemcTBax/B  opraHisauisx.  3acTocoByBaTU
3ac00M  KOHTPOMKO  3aXMLLEHOCTi  iHdbopMmaLli.
KopuctyBatucs  iHCTpyMEHTapieM KOHTpOro  3a
CTaHOM TEeXHIMHOro Ta KpurTorpadivuHoro 3axucty
iHbopmaLil. BusHayaTy CcTaH TexH4Horo Ta
KpurmorpadpidHoro  3axucty  iHopmadii - Ha

LObI 4.2. To limit (take part in organising) control over
the state of technical and cryptographic protection of
information. To check compliance with the requirements
of regulatory legal acts and normative documents on
technical and cryptographic protection of information at
enterprises/in organisations. Apply information security
controls. Use tools for monitoring the state of technical
and cryptographic protection of information. Determine
the state of technical and cryptographic protection of
information at an enterprise/organisation. Draw up
documents based on the results of monitoring the state




nignpuemcTBi/B opraHisavyji. OdhopmritoeaTtu
OOKYMEHTU 3a pesynbTaTaMy  KOHTPOMKO  CTaHy
TEXHIYHOTO Ta KpurnTorpacpiyHoro 3axucTy iHopmadii
Ha NigNPYEMCTBI/B opraHisaLli.

27 | 47

of technical and cryptographic protection of information
at the enterprise/organisation.

PHG6nR 4. 3. lNMpawoBat 3 haninamm xypHanis Ta
aHanizyeat ix. OTpumyBaT Ta aHanisysaTu CuUrHamnm
CMOBILLEHHA MPO MeEPexXy BiO PisHUX mDHrepen B
cepeamHi opraHisauii Ta BU3Ha4aT MOXIMBI NPUHMHA
MOSIBU TaKNX CUrHanIB.

[oTyBaTM OOKYMEHTU (3anuUTX, 3asiBKW, BUXIOHI OaHi
TOLO) Ana MPOBEdEHHS TEMaTUYHWUX LOCHimKEHb
(ouiHkM BignoBsigHOCTI) 3acobiB - KpunTorpachivHOro
3axucTy iHdbopmauii. BukopuctoBysaty Matepiany Ta
3BITM 3a pesynbTataMn TEMATUYHUX LOCHimKEHb
(ouiHkM BignoBsigHOCTI) 3acobiB - kKpunTorpachivHOMo

3axucTy  iHdopMauii  ona iX  paujoHaribHOro
3acTocyBaHHA Ha 00 ‘extax  iHopmauinHoT
JisnbHocTi. HapgaBatm B HeoOXigHMX Bunagkax

KepIBHULITBY NPOno3uuji LWOAO YKradaHHs JOroBopis
Ha NPOBEAEHHS TEMaTUYHNX JOCHIIKEHb (IX OKpeMmX
CKMagoBMX) Ta OUHKA  BigroBigHOCTI  3acobiB
Kpurirorpadi4HoOro 3axvcTy iHgopmadi.

MpoBoau™  creudjanbHi  OOCNMKEHHA  3acobiB
06pobKM iHpopMmaLyi, TEXHIMHMX 3acobiB (B3HAYATU
CKMagoBi Ta pexumm pobotn 3acobiB  0Opobku
iHbopMalLii Ta TEXHIYHMX 3acobiB, BY3HA4aTN TECTOBI
curHarnm, ckrnagaTty cxemm cneLianbHnx AoCniopKeHb,
BUSBNSATM Ta BUMIptOBaTM HebesmneyHi  (TecToBi)
€NEKTPUYHI, eneKTPOMarHiTHi Ta OMTUYHI curHamm,
BM3HAYaTM MOKA3HUKA  3aXULLEHOCTI  iHdbopMaLii
3acobiB 06pobkm iHdbopMaLi, TEXHIMHIX 3acobiB Ta
MOXIBICTb (HEMOXIMBICTb) CTBOPEHHSI HUMK abo
yepe3 HWUX MEBHMX TEXHIYHMX KaHaniB BUTOKY

iHcbopmalLii).

LODbl 4.3. Work with and analyse log files. Receive and
analyse network alerts from various sources within the
organisation and identify possible causes of such alerts.
Prepare documents (requests, applications, initial data,
etc) for conducting case studies (conformity
assessment) of cryptographic information protection
means. Use materials and reports based on the results
of case studies (conformity assessment) of
cryptographic information protection means for their
rational application at information activity facilites. To
submit proposals to the management, if necessary, on
concluding contracts for conducting case studies (their
individual components) and assessing the conformity of
cryptographic information protection means.

Conduct special studies of information processing
facilities, technical means (determine components and
modes of operation of information processing facilities
and technical means, determine test signals, draw up
schemes for special studies, detect and measure
dangerous (test) electrical, electromagnetic and optical
signals, determine information security indicators of
information processing facilities, technical means and
the possibility (impossibility) of creating certain technical
channels of information leakage by them or through
them).

Biticbkogo-ripogpecitiHa nidezomoska/
Military-professional training

PHBIMMN 1. 3acrocoByBatm BumoM CratyTiB
30poriHMx Cun YrpaiHv npy opraHizadii cry»6oBoi
OiNbHOCTI B Migpo3aini, BHYTPILWHLOI | BapTOBOI
cnyxk0, MiOTPUMaHHI  BIICBKOBOI  OVICUMMMIHA  Ta
3abe3reyeHHi CTPOMOBOI 3raro4yKEHOCTi Migpo3ainy.

LOMPT 1. To apply the requirements of the Statutes of
the Armed Forces of Ukraine in the organisation of
service activities in the unit, intemal and guard service,
maintaining military discipline and ensuring the unit's
coherence.

PHBIM 2. 3givicHioBatm nigrotoBky Nigpo3ainy
(MexaHizoBaHOro B3BOAYy) M40 BedeHHa 6ok
(TaKTUYHUX A4in), yNpaBnsa™ AigmMy nigpo3ainy B xo4i
BeOEHHs1 600 (TaKTUYHWX filA).

LOMPT 2. To prepare the unit (mechanised platoon) for
combat (tactical operations), to manage the actions of
the unit during combat (tactical operations).

PHBIMM 3. 3Hatv i po3ymimi npyHLMNM Ta npoueaypuy
ynpaBniHHS Nigpo3ainom 3a ctaHgaptamm HATO Ta
BMITM IX BWKOPWUCTOBYBaTU AnA  OOCATHEHHA

LOMPT 3. Know and understand the principles and
procedures of unit management in accordance with
NATO standards and be able to use them to achieve




cny60BmXx | BOMOBYIX Linen; MpuimaT 0brpyHTOBaHi
pilleHHss Ha Aii nigpo3aginy B ymoBax 6GovoBoi
00CTaHOBK/ 3 BUKOPUCTaHHAM NMPYHLMNIB i NpoLeayp
3a craHgaptamm HATO; BMiTM NpoBOAUTU ICTOPUKO-
PETPOCNEKTUBHIA aHani3 Ail.
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service and combat objectives; make informed
decisions on the unit's actions in a combat situation
using principles and procedures in accordance with
NATO standards; be able to conduct historical and
retrospective analysis of actions.

PHBIM 4. 3Ham i po3ymiTn ocobrmeocTi npodpecii
odpiLiepa, OCHOBM BIMCHKOBOrO NinepcTea, LIHHOCTI,
BraCTMBOCTI XapaKTepy i BUOW MUCIIEHHST BUOATHUX
BiiCbKOBMX figepiB Ha MpuKiagax iX BiCHKOBO-
npodhecinHoi AisnbHOCTI | eTHOCY BoiHa.

LOMPT 4. To know and understand the peculiarities of
the officer's profession, the basics of military leadership,
values, character traits and types of thinking of
outstanding military leaders on the examples of their
military professional activities and the ethnicity of the
Warrior.

PHBIM 5. 3Hatm meTtoon BOOCKOHANEHHS CBOIX
daxoBux Ta METOAMYHMX HaBUYOK, 0COBUCTO
npoBoaMTN 3aHATTA 3 OOMOBOI  NiAroToBKM 3
ocoboBVM CKrMagoMm (Migpo3ainom); BMiTM npaLtoBaT
3 TAaEMHVIMW JIOKyMEHTaMM; HaainHO 36epirat 36poto
i Goenpuriacy, MaWHO nigpo3ainy, KepyBaTtu
BEOEHHAM pOTHOMO rocrnogapctea  migpoadiny;
3abe3nedyBaty OodepKaHHA 3axodiB Gesnekn Ha
3aHATTSX,  CTpinbbax  (momboTax,  noxodax),
HaBYaHHsIX (TPEHyYBaHHSIX), MepeBipKax rOTOBHOCTI.

LOMPT 5. Know the methods of improving their
professional and methodological skills, personally
conduct combat training classes with personnel (unit);
be able to work with secret documents; securely store
weapons and ammunition, unit property, manage the
units company economy; ensure compliance with
safety measures during classes, firing (flights,
campaigns), exercises (training), readiness checks.

PHBIMM 6. OpranizoBysat PXB 3axucT B nigpo3aini
(3acTocoByBa™/ 3aC06M IHOMBIAYarNbHOMO 3aXMCTy Ta
JONnatm parioHN 3apaXkeHHs)) B PI3HMX yMOBaXx
obCTaHOBKA B X0 BWKOHAHHSA 3aBOaHb 3a
MPU3HAYEHHSM.

LOMPT 6. Organise CBRN protection in the unit (use
personal protective equipment and overcome
contaminated areas) in various conditions of the
situation in the course of performing assigned tasks.

PHBIM 7. BusHa4atm TaKTW4HI  BNACTUBOCTI
MICLIEBOCTI Mpu BegeHHi OoMoBMX A B PisHUX
yMOBaXx; MpawoBaTh 3 TornorpaivHMMmn KapTamm Ta
hOTOOOKYMEHTaMM; OPIEHTYBATUCA Ha He3HaroMin
MICLIEBOCTI 3a KapToto, 6e3 KapTh Ta 3a OOMOMOro
HaBirauiH1X MpunagdiB BOeHb | BHOYI 3a Oyab-AKoi
rorogv i iopu POKYy.

LOMPT 7. Determine the tactical properties of the
terrain when conducting combat operations in various
conditions; work with topographic maps and
photographic documents; navigate unfamiliar terrain
with or without a map and using navigation devices, day
and night, in any weather and season.

PHBIMN 8. dopwmysatn BkasiBkA 3 iHKEHEPHOI
ngtpymMka — B3BOAy B pisHMX  Bugax — ©oto,
BMKOPUCTOBYIOYM  PO3YMIHHS  OCHOBHMX  3axogiB
iHKeHEepHO! NIOTPUMKW;  34INCHIOBATA  NpaKTU4HE
obrnagHaHHa Ta MackyBaHHS erleMeHTIB B3BOAHOM
OrMOPHOrO MyHKTY; OpraHi3oByBaTV 3axoau LLOAO
BCTAHOBSIEHHA Ta MOAOMAaHHA OOMHOYHUX MIH Ta
MIHHMX NOfB LUTATHUMM 3acobamu.

LOMPT 8. Formulate platoon engineering support
instructions for various types of combat, using an
understanding of basic engineering support activities; to
carry out practical equipment and camouflage of the
elements of the platoon stronghold; organise measures
to detect and clear single mines and minefields using
regular means.

PHBIM 9. BukoprcToByBaTV LUTATHI 3aC00M 3B'A13KY,
sk nepebyBaloTb Ha 030poeHHi nigpo3ainy Ans
opraHisauii 3B63Ky; OpraHisoByBaTM 3axoau i3
3axucTy Big 3acobiB pagioenekTpoHHOI 6opoTLom
NPOTUBHMKA Mg, Yac NiaroToBK/ Ta BeAEHHs1 BGOto.

LOMPT 9. Use regular communications equipment in
service with the unit to organise communications;
organise measures to protect against enemy electronic
warfare during the preparation and conduct of combat.




PHBIMMN 10. 3actocoByBaTM 3HaHHA  LLOAO
3abesneyeHHs NoTped BiNCHLKOBOCMYOOBLSA Mig Yac
O B aBTOHOMHMX YMOBaX 3a paxyHOK MPUPOOHMX
pecypciB; 3axmCTy Big BrinmBy pisnko-reorpacpivyHnx
YMOB 3a [OMOMOMOK MPUPOOHMX Ta NigpyYHMX
3acobiB; BMITV OpraHi3oByBaTV BUKOHaHHS 3aBAaHb 3
TaKTUYHOT MEOULMHN.
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LOMPT 10. Apply knowledge of how to meet the needs
of a serviceman during operations in autonomous
conditons at the expense of natural resources;
protection from the impact of physical-geographical
conditions using natural and improvised means; be able
to organise the performance of tactical medicine tasks.

PHBIM 11. 3actocoByBaTn 3HaHHA MaTepiansHol
YaCTUHM  CTpineupkoi  30poi, npaBun  CTPInboM,
ekcrnyartauii Ta 06cnyroByBaHHA CTpineLbKoi 36poi,
METOOVKA OpraHi3alii Ta NpoBedeHHs1 3aHATb Os
HaBYaHHA 0COBOBOIO CKriady Migpo3ainy, NiaroToBKA
030poeHHA 0 CTpinLbn y noxigHomy (Goviosomy)
MOBOMKEHHI Ta MpWU BUMKOHAHHI GOMOBUX 3aBOAHb;
3aCTOCOBYBAT 3HAHHA Ta HaBWYKA 3 YMPaBiHHS
BOrHeM nigpo3gainy B 60to.

LOMPT 11. Apply knowledge of the material part of
small arms, rules of fire, operation and maintenance of
small arms, methods of organising and conducting
classes to train unit personnel, prepare weapons for
fiing in marching (combat) handiing and in the
performance of combat missions; apply knowledge and
skills of unit fire control in combat.

PHBIMM 12. Po3symitn nopsook MNPOXOMKEHHS
BiliCbKOBOI Cyxom, NPUTArHEHHS
BiCbKOBOCIYXO0BL,B Jo KpMIHarbHOT,
aOMIHICTPaTMBHOI Ta MaTepiarbHOI BiAnoBidarnbHOCTi,
coLianbHoro Ta MpPaBoBOro 3axucTy
BIICbKOBOCNY)KOOBLB Ta 4reHiB iX CiMel; 3Hatm
MOpPSHOK MPOBEAEHHS CrY»KOOBOrO PO3CHiAYBaHHs B
30porHMx Cunax YkpaiHu; 3acToCOBYBaTU 3HAHHS
HOPM MPKHaPOAHOrO ryMaHITapHOro npasa.

LOMPT 12. Understand the procedure for military
service, bringing servicemen to criminal, administrative
and material liability; social and legal protection of
military personnel and their families; know the
procedure for conducting an internal investigation in the
Ammed Forces of Ukraine; apply knowledge of
international humanitarian law.

PHBIMN 13. 3Hatn i BMiTM BNEBHEHO 3acTocyBat
iHhOpMaLiMHO-KOMYHIKaLiHI  cMcTeMn  (KOMMEKCiB
Cy4yaCHMX pyxoMmMX By3niB 3B'A3ky Ta 3acobiB
YPSIOOBOroO MOMbOBOTO 3B'A3KY).

LOMPT 13. To know and be able to confidently apply
information-communication systems (complexes of
modern mobile communication nodes and govemment
field communication equipment).

PHBIN 14. Bmitv rotyBam wtatHe obnagHaHHA
CTaHuin i By3niB iHGOPMALINHO-KOMYHIKALINHNX
CUCTEM [0 BUKOHAHHA 3aBdaHb 3 YpsSOOBOMO
MonMbOBOrO  3B'A3KY; BUKOHYBATM CXeMy-Haka3 Ha
OpraHizaLito  ypsijoBOro 3B'A3Ky; OpraHisoByBaTU
YepryBaHHsi Ha BY3rly YPSIOBOIO MOSIOBOMO 3B'5I3KY;

BECTU  eKCrryaTauiNHO-TEXHIYHY  OOKyMEHTaLHo;
OpraHizoByBaTV 3axucT BiO 3acobis
pagioenektpoHHoi  GopoTLOK;  OpraHisoByBaTU

OXOpPOHY i 0BOPOHY MOMBLOBOMO By3Na YPSAOBOMO
3B'AA3KY.

LOMPT 14. Be able to prepare the standard equipment
of stations and nodes of information and communication
systems for performing govemment field
communications tasks; execute the scheme-order for
the organisation of govemnmental communications;
organise duty at the governmental field communications
node; maintain  operational and  technical
documentation; organise protection against electronic
warfare; organise the protection and defence of the
government communications field node.

PHBIM 15. Bmit npoBoaMTM MfiaHyBaHHS 3
BVYKOHAHHSI By3rOM YpPSAOBOrO 3B'A3Ky 3aBdaHb 3a
MPU3HAYEHHSAM; opraHi3oByBaTU BUYKOHAHHS
MepLUOYEeproBMX 3axodiB  Woao NiarotoBkM A0
BMKOHAHHS1 3aBOaHb SK B NiQroToBYMiA nepio Tak i nig,
YyaCc BUKOHAHHSA 3aBdaHb 3 YPSOOBOrO MOMbOBOMO
3B'5I3KY; pO3pobntoBaTh i 0hOpMITIOBATU OMNEPATUBHI
(BovioBi) OOKyMEHTM 3 ypsSOOBOrO 3B'A3KY; CTaBUTU
3aBOaHHA OCOBOBOMY CKriady By3na 3B'93Ky Ha

LOMPT 15. Be able to plan for the performance of
assigned tasks by the government communications
centre; organise the implementation of priority
measures to prepare for the performance of tasks both
in the preparatory period and during the performance of
govemment field communications tasks; develop and
execute operational (combat) documents on
government communications; set tasks for the
personnel of the communications centre to perform




BUYKOHAHHS 3aBOaHb 3a NPU3HAYEHHAM;
3abesnedyBatM  BUKOHAHHA BY3rOM  YPSAOBOMO
3B'A3Ky MOCTaBMEHVX 3aBOaHb BiAMOBIQHO OO NnaHy
BOVOBOrO  3aCTOCYBaHHA TepuTopianbHOro Byana
YPSOOBOro 3B'A3KY.
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assigned tasks; ensure that the govemment
communications node performs its tasks in accordance
with the plan of combat use of the Territorial government
communications node.

PHBIMN 16. OpraHizoByBat Ta MNPOBOAUTU 3axoam
Mo 3a6e3neyeHHI0 PEXNMY CEKPETHOCTI B yCTaHOBaX,
opraHizaujsix Ta B nigposainax Jepcneuss’ssky.

LOMPT 16. To organise and carry out measures to
ensure the secrecy regime in institutions, organisations
and units of the State Service for Special
Communications and Information Protection of Ukraine.

8 — PecypcHe 3abe3ne4yeHHA peani3adii nporpamu/
Resource provision for programme implementation

Kadpoee 3abeaneyeHHs/Staffing

BignosigHo 4o kaopoBMX BAMOT LLIOAO 3a6e3reyeHHs
NPOBaIPKEHHA OCBITHBOI JisirbHOCTI ans
©aKkanaBpCbKOro PiBHA BULLIOI OCBITH, 3aTBEPIIKEHNX
MNMocraHoBoto KabiHeTy MiHicTpis Ykpaihu Big 30
mpyaHst 2015 poky Ne 1187 (B uMHHi peqakuin).
3aranbHa KiNbKiCTb HayKOBO-MEAaroriyHmX,
negarorivYH1X Ta HayKoBUX NpaLiBHUKB: 21

KinbKiCTb  HayKOBO-MedaroriyHix, negaroridHmix Ta
HayKoBWX MPaLBHUKIB, SKi MPaLOOTh 3@ OCHOBHVM
MicLieM po6oTu (B TOMY YKCHI 33 CYMILLEEHHSM)

3 HUX KiNbKIiCTb:

- JOKTOpIB HayK Ta (abo) npodbecopis: 6

- KaHOWOATIB HayK Ta (abo) goueHTis: 15 (12)

In accordance with the staffing requirements for
ensuring the implementation of educational activities for
the bachelor's level of higher education, approved by
the Resolution of the Cabinet of Ministers of Ukraine No.
1187 dated December 30, 2015 (as amended).

Total number of research, teaching and scientific staff:
21

Number of research and teaching, pedagogical and
scientific employees working at the main place of work
(including part-time)

of which:

- Doctors of Sciences and (or) Professors: 6

- candidates of sciences and (or) associate professors:
15(12)

MamepianbHo-mexHiyHe 3abesneyeHHs/Material-technical support

BignoBigHO [0  TEXHOMOMYHMX BUMOr  LIOOO
MaTepianbHO-TEXHIMHOrO  3abe3neYeHHs1  OCBITHLOI
[iSinbHOCTI Ans 6akanaBpCbKOro PiBHA BULLIOT OCBITH,
3atBepmkeHnx [locraHoBoto KabiHety MiHicTpiB
Yrpainm Big 30 rpyaHsa 2015 poky Ne 1187 (B YnHHiM
penakuii).

[na peanisauii OCBITHBO-MPOMECIMHOI  Nporpamm
nigroToBkM Sakanaepie 3a4isHO:

HaBYanbHa nabopaTtopin 3 TEXHIYHOro 3axuCTy
iHdbopmalii imeHi CrpunHuka J1. B.,

4 HapuarbHi CTaHUji creujanbHOro 3B's3Ky,

OdHa KOMITHOTEPHA HaB4YarbHa flabopaTopis,
obnagHaHHa Haykoso-gocrnigHoro ueHTtpy IC331 KT
im. Iropst CikopcbKoro.

HaeuanbHi ayaumopii 3abesneyeHi MynsTUMELiiHAM
obriagHaHHAM Ha JOCTaTHEOMY PIBHi.

In accordance with the technological requirements for
the material and technical support of educational
activities for the bachelor's level of higher education,
approved by the Resolution of the Cabinet of Ministers
of Ukraine No. 1187 of December 30, 2015 (as
amended).

The following facilies are involved in the
implementation of the Bachelor's degree programme:
training laboratory for technical protection of information
named after L. V. Skrypnyk,

4 training stations of special communication,

one computer training laboratory,

equipment of the Research Centre

Igor Sikorsky Kyiv Polytechnic Institute, a sufficient level
of provision of classrooms with multimedia equipment.

IHgpopmauitiHe ma Hag4yaribHO-MemoouyHe 3abe3revyeHHs/
Information and methodical support of the educational process




BignosigHo Ao BMMOr oo iHdopmauinHoro Ta
HaBYarbHO-MEeTOAM4YHOro 3abe3neyvyeHHst
OCBITHbLOI AiSANIbHOCTI BiANOBIAHOIO PiBHS BULLIOT
OCBITK, 3aTBepaXeHux [locTaHoBol KabiHeTy
MiHicTpie Ykpainu Big 30.12.2015 p. Ne 1187 B
UYMHHIN pegakuii.

KopucTyBaHHA HaykoBO-TexHi4YHOIO
GibnioTekolo Ti  iHWKMMKM  iHpOpPMALINHUMMN
pecypcamu KIl im. Irops CikopcbKoro.

KopuctyBanHa  6Gibniotekoio  HaBuyanbHoro
Bigainy IC33I KIl im. Iropa Cikopcbkoro.
KopuctyBanHa  CneuianbHolo  6ibnioTekoro

PexxMmHo-cekpeTHoro Bigginy.
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In accordance with the requirements for
information and educational and methodological
support of educational activities of the
appropriate level of higher education, approved
by the Resolution of the Cabinet of Ministers of
Ukraine of 30.12.2015 Ne 1187 in the current
version.

Use of the Scientific and Technical Library and
other information resources of Igor Sikorsky Kyiv
Polytechnic Institute.

Use of the library of the Educational Department
of the Igor Sikorsky Kyiv Polytechnic Institute.
Use of the Special library of the Secretive
department.

9 — AkagemMiyHa mobGinbHicTe/Academic mobility

HaujoHanbHa kpedumHa mobinbHicms/National credit mobility

HauioHanbHa kpeanTHa MOOGINbHICTE 3a 4aHOo
OCBITHBO-NPOMECINHOIO nporpamoto He
nepenbayeHa.

National credit mobility is not provided for this
study programme.

MixxHapodHa kpedumHa mobinbHicme/International credit mobility

MoxnuBicTb yknagaHHsa yrog, npo akagemidny
MOGINbHICTb, NPO TpMBani MiXKHAPOLHI NPOEKTY,
ki nepegbayvaloTb  BKMIOYMEHE  HaBYaHHS
3006yBadviB BULLOT OCBITU (3a piLleHHsIM [[0r10BK
[epxcneuss’a3ky).

Possibility to conclude agreements on academic
mobility, on long-term international projects that
provide for the inclusion of training for higher
education students (by decision of the Head of
the State Special Communications Service).

HaguaHHs iHo3eMHuUx 3006ysauyie BO/ Study of Foreign applicants of HE

HaBuaHHs iHo3eMHuMX 3000yBadiB BULLOT OCBITH
3a [aHOK OCBITHLO-MPOMECINHOK NpPOrpamMmoto
He nepenbayeHo.

Training of foreign applicants for higher
education in this educational-professional
program is not provided.
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2. NEPENIK OCBITHIX KOMNOHEHTIB/EDUCATIONAL COMPONENTS

Kon/
Code

OcBiTHi koMnoHeHTW/Educational Components

Kpeoutn
EKTC/
ECTS
credits

dopma
niACYMKOBOro
KOHTpOnto/
Final control
measure form

O6o0B’sa3koBi (HopmaTuBHi) KoOMnoHeHTU/Required (standard) components

Lukn 3aranbHoi nigrotoBku/General training cycle

30 1 | YkpaiHcbka MOBa 3a NpodeCiHNM 2 3anik/test
cnpsimyBaHHsaM./Ukrainian  language  for  professional
purposes.

30 2 | Ictopia Ykpainun./History of Ukraine. 2 3anik/test
30 | MNpaktnyHuin Kypc iHO3eMHOI MoBW. YactvHa 1./Practical 3 3anik/test
3.1 | course of a foreign language. Part 1.

30 | MNpaktnyHmn Kypc iHO3eMHOI MoBW. YacTvHa 2./Practical 3 3anik/test
3.2 | course of a foreign language. Part 2.
30 |[lpaktMyHuMin KypC HO3EeMHOI MOBM  MPOJIECIMHOM 3 3anik/test
4.1 | cnpsimyBaHHA. YactuHa 1./Practical course of a foreign
language for professional purposes. Part 1.
30 |[lpaktMyHMin KypC HO3EMHOI MOBM  MPOJIECIMHOM 3 ek3ameH/
4.2 | cnpsimyBaHHA. YactuHa 2./ Practical course of a foreign exam
language for professional purposes. Part 2.
30 5 | be3aneka XUTTeIANbHOCTI Ta UMBINbHWUN 3axmcT./ Life safety 2 3anik/test
and civil defense.
30 |Buwa wmatematuka. YactmHa 1. JliHinHa anrebpa. 8 ek3ameH/
6.1 | AHanitnyHa reomeTpis. AudoepeHuiansHe YACneHHs ogHiel exam
Ta Kinbkox 3MmiHHMX/ Higher mathematics. Part 1. Linear
algebra. Analytical geometry. Differential calculus of one and
several variables.
30 |Buwa marematuka. YactmHa 2. IHTerpanbHe 4YMCrEHHS 7 ek3ameH/
6.2 | cpyHKuUiT ogHiel 3MiIHHOI. [dndbepeHujarnbHi piBHAHHA. YMcrosi exam

i pyHKUiOHanbHI psiam i iHTerpan Pyp’e/Higher mathematics.
Part 2. Integral calculus of a function of one variable.
Differential equations. Numerical and functional series and
the Fourier integral.
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30 | ®isvka. YactmHa 1. EnexktpomarHetuam. KonvBaHHS Ta ek3ameH/
7.1 | xsuni. Onmmka/Physics. Part 1: Electromagnetism. exam
Oscillations and waves. Optics.
30 [ disnmka. YactmHa 2. OcHoBWM KBaHTOBOI isnkn. Disvka ek3ameH/
7.2 | TBepgoro Tina. OcHOBWM KBaAHTOBOI enekTpoHiku/ Physics. exam
Part 2. Fundamentals of quantum physics. Solid state
physics. Fundamentals of quantum electronics.
30 8 HvckpeTHa maTtemaTumka/Discrete mathematics. ek3ameH/
exam
IuckpetHa MaTtematuka. Kypcoea pobota / Discrete 3anik/test
309 :
mathematics. Course work.
MporpamyBaHHs. YactmHa 1.  AnropuTmisadia  Ta 3anik/test
30 . _ S
101 nporpamygaHHﬂ/ Programming. Part 1: Algorithmization and
' programming.
MporpamyBaHHs. YactmHa 2. OBG'eKTHO-OpiEHTOBaHe 3anik/test
30 : : )
10.2 nporpamygaHHﬂ/Programmlng. Part 2. Object-oriented
' programming.
30 11 MpaBoBi OCHOBM HauioHarnbHOI Gesnekn/Legal basis of 3anik/test
national security.
dinocodocbki npobnemu BOEHHOI Teopil Ta 3anik/test
30 12 | npakmmku/Philosophical problems of military theory and
practice.
Teopia MMOBIpHOCTEN | MaTeMaTyHa ctatucTuka./Theory of ek3ameH/
30 13 . : -
probability and mathematical statistics. exam
LUukn npocpecinHoi niarotoBku/Professional training cycle
MO 1 | ApxiTektypa KommloTepHux cuctem/  Architecture  of 3anik/test
computer systems
MO | disnyHe BUXoBaHHSA. YactuHa 1. PO3BUTOK KOOPAMHALNHMX 3anik/test
2.1 | 3giBGHocTen 3acobamm hianyHKX BNpae Ta CrOPTUBHKMX irop/
Physical education. Part 1. Development of coordination
skills through physical exercises and sports games.
MO | disanyHe BUXOBaHHS. YacTmHa 2. [NpuckopeHe nepecyBaHHs 3anik/test
2.2 | Ta nerka atneTuka, cnoptueHi irpyu/ Physical education. Part
2. Accelerated movement and athletics, sports games.
MO | disnuHe BMxoBaHHSA. YactnHa 3. NMHacTuka, npuckopeHe 3anik/test
2.3 | nepecyBaHHsi Ta crioptuBHi ipw/ Physical education. Part 3.

Gymnastics, accelerated movement and sports games.




34147

MO | disnuHe BuMxoBaHHA. YactmHa 4. Y[OOCKOHaneHHsi 3anik/test
2.4 | cunoBux sikocten Ta ButpuBanocTi/ Physical education.
Part 4. Improve strength and endurance.

MO 3 | IHdopMaLiHO-KOMYHIKaLHI mepexi/Information- 3anik/test
communication networks.

MO 4 | TeopeTtnyHa kpunTonorist/ Theoretical cryptology 3anik/test

MO 5 | Kpunrorpacdis/Cryptography ek3ameH/

exam

MO 6 | Kpunrorpadpis. Kypcosa po6ota/ Cryptography. Course 3anik/test
work

MO 7 | TexHiyHmn 3axucT iHGopmauii/ Technical protection of 3anik/test
information.

MO 8 | Kibepbesneka/Cybersecurity. ek3ameH/

exam

MO 9 | Kibepbesneka. Kypcosun npoekt/ Cybersecurity. Course 3anik/test
work.

MO 10 | OcHoBn npotuaii TexHiyHMM poseigkam/ Fundamentals of 3anik/test
counteraction technical intelligence.

MO 11 | HopmatmBHO-NpaBoBe  3abe3nedeHHs1  iHGOpMaLiiHOI 3anik/test
6e3nexn/Regulatory and legal support of information security

MO 12 | OcHoBM  CTBOPEHHSI  KOMIMSIEKCHUX CUCTEM  3aXMCTy ek3ameH/
iHdbopmavi/Fundamentals of creating integrated security exam
systems information.

MO 13 | OcHOBM  CTBOPEHHS]  KOMIMSIEKCHUX CUCTEM  3aXMCTY 3anik/test
iHdbopmaLyi. Kypcoea pob6ota/Fundamentals of creating
integrated security systems information. Course work.

MO 14 | OcHoBn ybBe3neyeHHs iHdbopMaLii Big BUTOKY TEXHIYHUMMN ek3ameH/
kaHanamn/ Fundamentals of protecting information from exam
leakage through technical channels.

MO 15 | OcHoBn yBesneyeHHs iHdbopMaLii Big BUTOKY TEXHIYHUMMN 3anik/test
kaHanamn. Kypcoea pobota/ Fundamentals of protecting
information from leakage through technical channels. Course
work.

MO 16 | 3actocyBaHHss  3acobiB  KpUMTOrpadoiyHOrO  3aXUCTY 3anik/test

iHdbopmaLyi/Application of cryptographic information security
tools.
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MO 17 | besneka cneujanbHoro  3s'Asky/Security of  special 3 3anik/test
communications.

MO 18 | HasyanbHa npakT1ka/ Educational practice. 2 3anik/test

MO 19 | BiricekoBe cTaxkyBaHHs/ Military internship 3 3anik/test

MO 20 | AvnnomHe npoekTyBaHHs Diploma design 6 3axuct/

defense

Uukn

BincbKoBoO-npodecinHoil nigroroBku/Military-professional training cycle

Ba3oeul kypc makmu4yHo20 pigHs1 giicbkoeoi oceimu (L-1A)/

Basic Course of Tactical Level Military Education (L-1A)

Bl | 3aranbHa BiicbkoBa nigrotoBka. YactmHa 1. OcHosu 3 3anik/test
1 TakTnyHoI  nigrotoBku/General military  training. Part 1.
Fundamentals of tactical training.
B[ 3aranbHa BilcbkoBa nigrotoBka. YactmHa 2. Boiose 5 3anik/test
5 3abe3neyeHHs BincbkoBUX nigpo3ainis/General  military
training. Part 2. Combat support for military units.
BN 3arankbHa BiiCbkoBa MigrotoBka. YactmHa 3. YnpasiiHHs i 5 ek3ameH/
3 TaKTHKa OouoBux ai/General military training. Part 3. exam
Management and tactics of combat operations.
BIM 3aranbHa BiricbkoBa nigrotoBka. YactmHa 4. OcHoBH 4 3anik/test
4 BilickkoBoro mucrenrBa/General military training. Part 4.
Fundamentals of military art.
OcHoBKM  BIICbKOBOMO  ynpaBriHHA (y TOMy uucri 3a 3 3anik/test
BIMM | npoueaypamun Troop Leading Process)/ Fundamentals of
5 military management (including
Troop Leading Process procedures).
daxoeuli Kypc maKkmu4Ho20 pieHs eilicbkoeoi oceimu (L-1B)/
Professional Course of Tactical Level Military Education (L-1B
Taktuko-cneujanbHa nigrotoBka. YactmHa 1. OcHoBwu 4 3anik/test
BIMIM | opranisauii BiicbkoBoro 38’a3ky/Tactical-specialized training.
6 Part 1. Fundamentals of military communications
organization.
B TakTuko-cnevjanbHa nigrotoBka. YactmHa 2. OpraHizauis 4 3anik/test
2 ypsigoBoro  3B'a3ky/Tactical-specialized Training. Part 2.

Organisation of government communications.
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TakTtuko-crneujanbHa nigrotoBka. YactuHa 3. YnpaeniHHS 5
BIMM | nigposginamn  ypagosoro  3B’asky/Tactical-specialized

8 Training. Part 3. Managing government communications
units.

exk3ameH/
exam

BubipkoBi komnoHeHTU/Elective components

Lukn npodecinHoi nigrotoBku/Professional training cycle

Bubipkosi ocBiTHI komnoHeHTU ®-kaTanory/ Elective educational components

of the P-catalog

NMB1 | Bubipkosa ancumnnida 1 3 ®-Karanory/ 4 3anik/test
Elective Subject 1 from P-Catalogue.

MB2 | Bubipkosa ancumnnida 2 3 ®-Karanory/ 4 3anik/test
Elective Subject 2 from P-Catalogue.

NMB3 | BubipkoBa ancumnnida 3 3 ®-Karanory/ 4 3anik/test
Elective Subject 3 from P-Catalogue.

MB4 | BubipkoBa ancumnnida 4 3 ®-Karanory/ 4 3anik/test
Elective Subject 4 from P-Catalogue.

NMB5 [ BubipkoBa ancuunnina 5 3 ®-Karanory/ 4 3anik/test
Elective Subject 5 from P-Catalogue.

NMB6 | BubipkoBa aucuunnina 6 3 ®-Karanory/ 4 3anik/test
Elective Subject 6 from P-Catalogue.

MB7 | BubipkoBa ancumnnina 7 3 ®-Karanory/ 4 3anik/test
Elective Subject 7 from P-Catalogue.

NMB8 | BubipkoBa ancumnnina 8 3 ®-Karanory/ 4 3anik/test
Elective Subject 8 from P-Catalogue.

NMB9 | BubipkoBa ancumnniHa 9 3 ®-Katanory/ 4 3anik/test
Elective Subject 9 from P-Catalogue.

NMB10 | BubipkoBa  gucuunniHa 10 3 ®-Katanory/ 4 3anik/test
Elective Subject 10 from P-Catalogue.

NMB11 | BubipkoBa  gucuunniHa 11 3 ®-Katanory/ 4 3anik/test
Elective Subject 11 from P-Catalogue.

NMB12 | BubipkoBa  gucuunniHa 12 3 ®-Katanory/ 4 3anik/test
Elective Subject 12 from P-Catalogue.

Bubipkosi ocBiTHI koMnoHeHTH 6riouHoro Bubopy/ Selective educational

components of the block programme
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Brnok 1. MNMpodecinHnn ctangapt. Paxiseub 3 pearyBaHHA Ha iHUMOEHTU
Kibepbesneku / Block 1. Professional standard. Specialist in response

cybersecurity incident

MB13 | AHani3 BpaanmBocTen iHdopmMauiHmux cuctem/ Analysis of 3anik/test
information system vulnerabilities.

MB14 | besneka iHOpMaLiHO-KOMYHiKaLiHX cuctem/ Security of 3anik/test
information and communication systems.

MB15 | TematnyHi JocnigpKeHHSA Ara CUCTEM criewiarnibHOro 38'asky 3anik/test

(B YacTuHi cymixHMX HanpsimkiB) 1./Case studies for special
communication systems (in terms of related areas) 1.

Bnok 2. MNMpodgecinHun ctaHgapT. Paxiseupb 3 KpunTorpadivyHoOro 3axucTty
iHdpopmauii/Block 2. Professional standard Specialist in cryptographic

information security

NnB13

MoHITOpIHT Ta OLiHIOBaHHS piBHS Be3neku
KpunTorpadpivyHoro  3axucty  iHcpopMauii B OepXKaBHUX
ycraHoBax/Monitoring and assessment of the level of
security of cryptographic protection of information in state
institutions.

3anik/test

rnB14

KpunrorpadiuHi npotokonu/Cryptographic protocols.

3anik/test

MnB15

TemaTnyHi JOCTIHKEHHA 119 CUCTEM CreLjarnibHOro 3B'A3Ky
(B YacTuHi cymixHMX HanpsimkiB) 2./ Case studies for special
communication systems (in terms of related areas) 2.

3anik/test

Briok 3. NpodecinHuin ctangapT. PaxiBelb 3 TEXHIYHOrO 3axXUCTy iHpopmaLlii /
Block 3. Professional standard Specialist in technical information security

NnB13

CTBOpEHHS1 Ta aTecTauist KOMMJIEKCIB TEXHIYHOMO 3axUCTy
iHbopmaLji Ha ob’ektax iHopMauinHoi  AisnbHOCTI/
Creation and certification of technical information security
complexes at information facilities.

3anik/test

rnB14

OcHoBn cneudjanbHnx  gocnigpxkeHs/Fundamentals  of
specialised research.

3anik/test

rNnB15

TemaTnyHi JoCnipKEHHS Ans CUCTEM CrieLianibHOro 3B'A3sKy
(B YacTuHi cymikHMX Hanpsamkie) 3/ Case studies for special
communication systems (in terms of related areas) 3.

3anik/test

briok 4. NpodecinHnin ctangapt. Paxiseub cdepn 3axmcTy iHdopmauii /
Block 4. Professional standard Specialist in information security
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NnB13

CTBOpEHHS Ta OLHIOBaHHSA CUCTEM 3axUCTy iHpopMalLii B
iHbopMaLjHnx  cuctemax/Creating and  evaluating 4
information security systems in information systems.

3anikftest

NnB14

OpraHizauis Ta 30iCHeHHSA JepXKaBHOrO KOHTPOIHO B cdpepi
KpunTorpadpivHoro Ta TEXHIYHOro 3axucry
iHdbopmaLji/Organisation and implementation of state 4
control in the field of cryptographic and technical protection
of information/

3anik/test

NnB15

TematnuHi  OOCNiKEHHA AnNa  CUCTEM  CriewianbHOro

3B'a3ky/Case studies for special communication systems. 4

3anik/test

3aranbHun obcar 060B’AI3KOBUX KOMMOHEHTIB/
Total scope of the required components:

180

3aranbHun obcar BUBIpKOBUX KOMMOHEHTIB/
Total scope of the elective components:

60

O6Gc4r oCBITHIX KOMMOHEHTIB, WO 3abe3neyvytoTb 3406yTTA
KOMneTeHTHOCTeN BU3HaveHnx CBO/

Total scope of the educational components aimed at acquisition of
competencies specified in the Higher Education Standard

147

O6car ocBITHIX KOMNOHEHTIB, Lo 3abe3nevytoTb 3000yTTA
KOMNEeTEeHTHOCTEN BU3Ha4eHux L-1A, L-1B/

Total scope of the educational components aimed at acquisition of
competencies specified in the L-1A, L-1B

33

3ATAIIbHUU OBCAr OCBITHBOI MPOrPAMW/
OTAL SCOPE OF THE EDUCATIONAL PROGRAMME

240
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JIOrN4YHA CXEMA OCBITHbOI NMPOrPAMW/

3. CTPYKTYPHO
STRUCTURAL-AND-LOGICAL SCHEME of THE EDUCATIONAL PROGRAMME

VI cesectp

VII cemectp

VI cemectp

IV canectp

1T cemectp

I cemectp
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Butok 1.TTpo deciiinmii cTannapt.
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=
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‘Paxisens 3 chepu 3axucTy indop:

BubipKoBi ocBiTHI KOMIOHE!
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4. POPMA ATECTALII 300BYBAUIB BULLIOI OCBITW/
THE FORM OF ATTESTATION FOR DEGREE PURSUERS

ATecTauia 3000yBadviB BULLOI OCBITM 3a OCBITHbO-NPOMECINHOW nporpamoto  “besneka
JepkaBHUX iHOPMAaLLiNHUX PeCYPCIB” 3OINCHIOETLCA Y DOPMI EONHOIO AepXKaBHOro KBanidikauinHoro
icnMTy Ta 3axucTy kBanidikauinHoi poboTu/npoekTy 6Gakanaepa, WO 3abe3nevye OLiHIOBaHHS
OOCAHYTMX MporpamMHMX pes3ynbTaTiB HaBYaHHS, BM3HAYEHWX CTaHOApPTOM BWLLOI OCBITM 3a
cneuianbHicTio 125 “Kibepbesneka Ta 3axucT iHpopmauii” ana nepworo (6akanaBpCbKOro) piBHSA
BMLLOI OCBIiTM Ta OCBITHbO-MpoOdeciiHO nporpamoto. [lo aTecTauii gonyckaroTbca 3000yBadi, sKi
YCMiLLHO BUKOHANWU OCBITHLO-NPOECiNHY Nporpamy niaroToBKW.

KeanidikauinHa poboTa nepenbavae po3B’si30K crneuianisoBaHOro 3aBAaHHA TEOPETUYHOro
abo npakTn4Horo cnpsAMyBaHHA B ranysi kibepbe3neku Ta 3axucTy iHdopmauil i He MoXe MICTUTU
akagemidyHoro nnariaty, danscudikauii Ta dabpukadii. 3 uietro meToro poboTa NepeBipsSETbLCA Ha
HasIBHICTb Mnariaty 3rigHoO 3 Npoueaypoto, BU3HAYEHOK CUCTEMOD 3abe3neyeHHs1 AKOCTi OCBITHLOI
DiANbHOCTI Ta SIKOCTi BULLOT OCBITU YHIBEPCUTETOM.

ATecTauia 34iACHI0ETLCA 3 AOTPMMAHHAM BIigKPUTOCTI Ta nybnivyHocTi. B pasi HasBHOCTI B
KBanidgikauinHin poboTi iHbopmauii 3 oOMeXeHUM AOCTYNOM, TO 3aXUCT NPOBOAUTLCSA B 3aKPUTOMY
PEXMMI 3 HEYXUMNBbHUM SOTPUMAHHSM | BAKOHAHHSM BMMOT YMHHOIO 3aKOHOA4ABCTBA 040 30epeXeHHs
cnyx60B0oT Ta Aep>XaBHOI TAEMHMLI.

Attestation of applicants for higher education in the educational and professional program
"Security of State Information Resources" is carried out in the form of a single state qualification exam
and defense of a bachelor's thesis/project, which provides an assessment of the achieved program
learning outcomes defined by the standard of higher education in the specialty 125 "Cybersecurity
and Information Protection" for the first (bachelor's) level of higher education and the educational and
professional program. Applicants who have successfully completed the educational and professional
training programme are admitted to certification.

The qualification work provides for the ability of the higher education applicant to solve a
complex specialised problem in the field of cybersecurity and information protection and may not
contain academic plagiarism and falsification. To this end, the work is checked for plagiarism in
accordance with the procedure determined by the University's system of ensuring the quality of
educational activities and the quality of higher education.

Attestation is carried out in an open and public manner. If the qualification work contains
information with restricted access, the defence is conducted in a closed mode with strict observance
and fulfilment of the requirements of the current legislation on the preservation of official and state
secrets.
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5. MATPULSA BIANOBIAHOCTI MPOrPAMHUX KOMNETEHTHOCTEN KOMNOHEHTAM OCBITHbLOI
NMPOrPAMU/
COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH PROGRAMME COMPONENTS

|l alowtlwlorlowo 2TV 2|lc|a|lm|s|w|o|~r|lo|la|S|[T|S|2(3[(22|F|22|8R

33332333333/ 3|3|2|2|2|2|2|2|2|2|2|2|2|2|2|2|2|2|2|g|g|2
K |[+|+|+]|+]| + | +|+|+]|+|+|+|+|+|+ ]|+ +]|+|+|+]+|+|+]|+|+|+]+]|+|+]|+]|+]|+]|+]|+
K1 |+ |+ |+ |+ + |+ +|+|+|+|+|+|+|+]+|+|+|+|[+]+]+]+]+ |+ +|+]+|+]|+]|+]|+]|+]+
3K2 + | + + |+ + |+ +] + + |+ |+ |+[+]+]+ ]| + + 1+ +l+] + |+ +
3K3 | + + | + + | + + | + + |+ |+ +]+
3K4 + |+ + |+ |+ + | +
3K5 | + | + + |+ + |+ |+ | +]|+]|+]+ ]|+ + |+ |+ | +|+|+]+ ]+ ]|+ + | + +
3K6 + + + + | +
3K7 | + + + | +
3K8 + + + R
CK1 | + + | + + + |+ [+ + ]|+ + |+ + ]+ + | + + | +
CK2 + + | + + | + + + | + + + | +
CK3 + | + + |+
CK4 + + | + + [+ |+ |+ ]+
CK5 + + + | + + |+ |+
CK6 + | + + |+
CK7 + + |+
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CK8

CK9

CK10

CK11
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5.1 MATPUUSA BIANOBIAHOCTI MPOrPAMHUX KOMMNETEHTHOCTEN 3
BINCbKOBO-NMPO®ECIAHOI NIArOTOBKU KOMMOHEHTAM OCBITHbOI
NMPOrPAMU/COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES
MILITARY PROFESSIONAL TRAINING WITH PROGRAMME
COMPONENTS

Bmn 1 Brnn 2 Brnn 3 BIin 4 BIn 5 BIn 6 BMn 7 Brn 8

BIK1 +

BMNK2 + +

BMK3 * *

BMK4 *

BIK5 +

BIK6 +

BMK7 +

BIKS +

BIK9 +

BI1K10 +

BIK11 +

BIK12 +

BCK1 +

BCK2 +

BCK3 +

BCK4 +
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6. MATPULUSA 3ABE3NEYEHHA NMPOrPAMHUX PE3YJILTATIB HABYAHHA BIANOBIAHAMUA
KOMMOHEHTAMMW OCBITHbOI MPOrPAMU/ COMPLIANCE MATRIX OF PROGRAMME LEARNING
OUTCOMES WITH PROGRAMME COMPONENTS

c|la|w|[gs|[vw][o|rN]|lo|lo|2 |T(¥|2|-r|a|ow(gs(wvw]|]o|~N|o|lao(2|C |23 |(e(E|2]12]8
213(219(219(12|8(8|9(9/g|9|2|2|B|2||2|R|2|2|c|e|e|e|ele|efe|e|e|e
PH1 | + + | + + | + + | + + |+ | +
PH2 + | + + |+ | +

PH3 | + + + + | +

PH4 | + | + | + | + |+ |+ |+ | + |+ | + [+ ]|+ |+ | +| + |+ |+ |+ ]|+ |+ |+ |+ |+|+ ]|+ ]+ ]|+]|+]|+]|+]+

PH5 | + | + | + | + [+ |+ |+ |+ |+ | + |+ |+ |+ | +|+ |+ |+ + ]|+ |+ |+ |+|+]+]+ ]|+ |+ |+]|+]+]+

PH6 + | + + |+ |+ | + |+ + + + |+ |+ |+ |+ |+ |+ |+ |+ |+ |+ ]| +]|+]|+]+]+
PH7 | + | + | + | + | + | + | + | + | + + |+ |+ | + + |+ |+ |+ |+ |+ |+ |+ |+ ]+ |+ +]|+]+]|+]|+ +
PH8 | + | + + |+ |+ | + |+ + [+ + | + + + |+ |+ |+ |+ ]|+ ]|+ |+ ]|+ + | +

PHY | + + | + + + |+ |+ | + + |+ | + | + + | +

oL + + | + + + + + |+ +

10

A + | +

11

A + + + |+ |+
12

PH

13 + + | + | +
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PH
14

PH
15

PH
16

PH
17

PH
18

PH
19

PH
20

PH
21

PH
22
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6.1. MATPULUSA 3ABE3NEYEHHA NMPOTPAMHUX PE3YJNILTATIB

HABYAHHSA 3 BIMCbKOBO-MPO®ECIUHOI NIArOTOBKU

BIANOBIAHUMW KOMNOHEHTAMMU OCBITHbLOI MPOrPAMMW/
COMPLIANCE MATRIX OF PROGRAMME LEARNING OUTCOMES IN

MILITARY-PROFESSIONAL TRAINING WITH PROGRAMME

COMPONENTS

Bmn 1

Brnn 2

Brnn 3

BIMn 4

BIn 5

BIn 6

BMn 7

Brn 8

MPHBMM 1

MPHBMNN 2

MPHBMNM 3

MPHBMN 4

MPHBMN 5

MPHBMN 6

MPHBeMN 7

MPHBMMN 8

MPHBMMN 9

MPHBMM 10

MPHBMM 11

MPHBMNM 12

MPHBMNM 13

MPHBMNM 14

MPHBMM 15

MPHBMM 16
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7. MATPULA BIANOBIAHOCTI BUBHAYEHUX CTAHOAPTOM
KOMMNMETEHTHOCTEW AECKPUINTOPAM HPK

Knacudikauis 3HaHHA YMiHHA KomyHikauis BignoBiganbHictb Ta
KOMMeTEeHTHOCTEN aBTOHOMisI
(pe3ynbTariB 3u1 Ym1. TornubneHi | K1. JoHeceHHs go | AB1. YnpaBniHHA
HaBy4aHHA) 3a HPK | KoHuenTyanbHi KOTHITUBHI Ta | daxisuiB i | CKNnagHoO  TEXHIYHO
HayKOBi Ta | NPaKTUYHI HedpaxiBLiB abo npodecinHo
NPaKTU4HI YMiHHSI/HaBN4KnN, iHopmalii, igen, | AiAnbHICTIO um
3HaHHA. MaWCTepHiCTb  Ta | npobrnem, pileHb, | NPOeKTaMu.
3H2 KpuTnuHe | iHHOBaUiHicTL Ha | BnacHoro pgocsigy | AB2. CnpoMOXHiCTb
OCMWCIEHHS piBHi, HeobOXxigHOMY | Ta aprymeHTaLii. HecTu BignoBiganbHICTb
Teopin, ans  posp’sisaHHs | K2. 36ip, | 3@  BMpOOneHHa  Ta
npvHUMNIB, CKnagHux iHTeprpeTauis Ta | yXBaneHHs pieHb Y
MeTOAIB i MOHATb | cheuianizoBaHux 3acToCyBaHHA HenepenbadyBaHWx
y cepi | 3agad i NpakTUYHMX | AaHKX. poboumx Ta/abo
npoecinHoi npobnem y cdepi | K3. CninkyBaHHs 3 | HaBYanbHWX
JisnbHocTi Ta/abo | npodeciiHoi npogecinHNX KOHTEKCTaXx.
HaBYaHHS. AisANbHOCTI abo | nutaHb, y Tomy | AB3. dopmyBaHHSA
HaBYyaHHA. yucni  iHO3eMHOW | CyOXKeHb, Lo
MOBOK, YCHO Ta | BpaxoBylOTb couianbHi,
NUCbMOBO. HayKOoBi Ta €TUYHI
acnekTu.
AB4. OpraHizauis Ta
KepiBHULTBO
npodecinHnm
pO3BUTKOM 0Ci6 Ta rpyn.
AB5. 3paTHicTb
npoAoBXyBaTh
HaBYaHHA i3 3HAYHUM
CTYNEeHeM aBTOHOMIi.
3K1 3H2 Ym1
3K2 3H2 Ym1 K1
3K3 K1, K3
3K4 K1, K3
3K5 3H1, 3H2 Ym1 K2 AB3
3K6 3n1 K1 AB2, AB3, AB4
3K7 K1 AB2
3K8 3H2 K2 AB3
CK1 3H2 Ym1 K2
CK2 3H1, 3H2 Ym1 K2
CK3 Ym1 AB1
CK4 Ym1 AB1
CK5 Ym1 K2 AB1, AB2
CK6 Ym1 K1 AB1
CK7 Ym1 K1 AB1
CK8 3H2 Ym1
CK9 3H2 Ym1
CK10 Ym1 K2 AB2
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